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Application I - Real-time Protocol Analysis

Section 1.0 Overview

1.1 Introduction

The Integrated Services Digital Network (ISDN) system allows voice, data and video to be transmitted
simultaneously across the world using end-to-end digital connectivity. ISDN, based on the telephony
network, was conceived of to provide multiple voice and non-voice services over a single network and a
digital user network interface over regular phone lines, instead of dedicated and isolated user-network
interfaces.

ISDN is an integrated solution for providing basic telephony and data services, whilst offering more
telephony services such as supplementary services. ISDN services are grouped in three service
categories:

. Bearer service

. Teleservice

. Supplementary service

The user-to-network interface is provided in two flavors:

. Basic interface structure - two B-channels and one 16 kbit/s D-channel (2B+D)

. Primary rate B-channel interface structure - 30 thirty B-channels and one 64 kbit/s D-channel,
(30B+D).

GL’s ISDN analyzer can capture and analyze stream of frames on an ISDN PRI link. It decodes LAPD
according to Q.921, while, the ISDN information parsing is done based on the user's selection of ITU
Q.931, ISDN ANSI, AT&T/Lucent switch 4ESS and 5ESS (TR41449, TR41459 and 235-900-342),
Nortel's switch DMS-100 and DMS-250 (NIS-A2111-1 and NIS-A211-4), Bellcore National ISDN-2 (NI-
2), Euro ISDN (ETS-300 102-1), ARINC 746, ETSI 300-102, QSIG ETSI/ECMA, National ISDN PRI,
DPNSS, and DASS2.

GL Communications Inc. 1 February 2013
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1.2 Main features

Display Features .

Displays Summary, Detail, Hex-Dump, Statistics, and Call Detail Record
Views.

Summary View displays Dev #, Time Slot, Frame #, LAPD information, ISDN
Message types etc.

Detailed View
> Displays decodes of user-selected frames from the Summary View
» Provides options to display or hide the required protocol layers
» Contents of this view can also be copied to clipboard.

Hex dump View displays the frame information in HEX and ASCII format, the
contents of this view can also be copied to clipboard.

Statistics View displays statistics based on frame count, byte count,
frames/sec, bytes/sec etc for the entire capture data.

Any protocol field can be added to the summary view, filtering, and search
features providing users more flexibility to monitor required protocol fields

Supported .
Protocols

Q.93x, 4ESS, 5ESS, ETSI 300-102, Bell NI2, DMS-100, DMS-250, QSIG ETSI,
ISDN ANSI, DPNSS, DASS2, ARINC 746, QSIG ECMA, and Nation ISDN PRI

Filtering and .
Search

Advanced filtering and search based on any user selected protocol fields
Supports filtering and search based on SAPI, TEI, C/R, N(S), N(R), P/F,
Supervisory Functions, and ISDN message types.

Real-time filter and search on C/R, SAPI, TEI, CTL, P/F, N (S), N (R) and
FUNC and so on.

Capturing .
Streams

Streams can be captured on the selected time slots (contiguous or non-
contiguous), sub-channels or full bandwidth.

Frames can be transmitted/captured in either 64 kbps, 56 kbps, n x 64 kbps,
or n x 56 kbps data channels (hyper-channels)

Sub Channel and Nx56 hyper channel enables user to analyze data captured
by fractional DSO and DS1 link.

Supports decoding of frames with FCS of 16 bits and 32 bits, or none.

Variations accommodated in the software include inverted or non-inverted
data, and byte reversal or non-reversal.

Multiple streams of ISDN traffic on various T1/E1 channels can be
simultaneously decoded with different GUI instances.

Export Options .

Exports Summary View information to a comma delimited file for subsequent
import into a database or spreadsheet.

Capability to export detailed decode information to an ASCII file

Record/Playback .

Recorded trace files can be played back using HDLC playback application.

Call Detail .
Records

Call trace isolates call specific information i.e. status of each call (i.e.
Active/Completed), duration of completed call, Device No, Timeslot, CRV,
Called and Calling Party number.

Call Detail Recording feature includes data link groups that help in defining
the direction of the calls in a given network and form logical groups
comprised of unidirectional (either 'Forward' or 'Backward') data links.

Remote .
Monitoring

Remote monitoring capability using GL's Network Surveillance System.

Additional .
Features

Status bar displaying information regarding running percent utilization,
Number of frames captured, CRC errors and Frame errors etc.

Trace files for analysis can be loaded through simple command-line
arguments.

Multiple trace files can be loaded simultaneously with different GUI instances
for offline analysis.

GL Communications Inc.
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1.3 Offline / Remote Protocol Analyzer

GL Communications offers the Remote Access (client/server) functionality to the T1/E1 products. This
functionality allows analyzer operations to be remotely controlled by one or more clients over a LAN,
WAN, or Internet. Remote client supports Microsoft® Windows® operating systems and includes a DLL
component, which may be accessed through a GUI.

GL's offline/remote protocol analyzers are available as optional software. Functionally, they are similar
to real-time protocol analyzers that are integrated with T1E1 Analyzers.

With Remote Protocol Analyzer applications, users can perform real-time as well as offline protocol
analysis from any remote-site. However, with Offline Protocol Analyzers, user can decode the pre-
captured files from any remote-site.

Pre-requisites of the remote functionality are:

At the site of monitoring

. Dual Capture T1 E1 Cards or USB Based T1 E1 Hardware

. T1 E1 Server software with HDLC capture software

At the client location

. Appropriate GUI based “Remote Protocol Analyzer” at such as ISDN, SS7, and others

The RPA functionality permits:

. unattended and 24/7 operation

. remote accessibility for difficult connection situations
. remote non-intrusive operation

. remote detailed diagnostic capability

Main Features

. Client side consists of a PC with Ethernet connectivity and GUI Remote Protocol Analysis software
- no special T1 or E1 hardware is required.

. Multiple T1/E1 servers may be simultaneously connected to a single remote client using a single
GUL.

. Multiple remote clients may access a single T1/E1 server. Also, the T1/E1 server is fully functional
while being accessed as a server. Thus, a user may perform T1/E1 operations locally on the server
while a remote client is accessing the same server, in real time.

. Supports real-time and offline analysis at the remote client location.

. Remote analyzers support capturing of encapsulated protocols and long frames.
. Common filtering criteria can be set for T1/E1 cards located on multiple servers.
For details on Remote ISDN Analyzer, refer to section _Remote ISDN Analyzer

1.4 Supported Protocols

. Layer 2: Conveys user information between Layer 3 entities across ISDN using the D-channel.
LAPD is parsed according to Q.921

. Layer 3: ISDN information parsing depends on the user's selection of the following ISDN
Standards.

> Bell NI2 (Bellcore National ISDN-2): It is used in USA (Bellcore). It includes components to
communicate information between ISDN user equipment, and the ISDN switch.

> AT&T/Lucent switch 4ESS and 5ESS (TR41449, TR41459 and 235-900-342): It is an ISDN
variant adopted in USA by AT&T.

» ETSI 300-102 (Euro ISDN): This variant is adopted in all European countries.

> QSIG (Q-reference point Signaling System) ETSI: QSIG is inter-private PABX signaling
system.

» Q.93x: Itis an ITU implementation of ISDN.

» Nortel's switch DMS-100/250(NIS-A2111-1 and NIS-A211-4): It is a Northern Telecom’s
implementation of National ISDN.

> ISDN ANSI decode - T1.607 (Specification).
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. MLPP (Multi-Level Precedence. and Preemption) procedures are supported for -
> ISDN ANSI decode - T1.619 and T1.619a (Specifications)
> ITU implementation - Q.955.3 (Specification) and
> Facility Information Element - Q.932 (Specification).

. DASS2 - Digital Access Signaling System No 2 (DASS 2) has been evolved from DASS 1 to
incorporate changes arising from the need to give PBXs ISDN access. DASS 2 is intended for use
between the customer's equipment (PBX) and an ISDN local exchange. British Telecom (BT)
defines it in Specification BTNR 190.

. DPNSS - Digital Private Signaling System No 1 (DPNSS 1) is used between switching nodes (eg
PBXs) in digital private networks, it is defined in ND1301:2001/03.

. ARINC 746 - Aeronautical Radio, INC is a signaling protocol based on Q.931, but with a few
modifications. It is intended to use for communication between Cabin Telecommunications Unit
(CTU) and Bearer Radio Systems.

. QSIG ECMA (Q-reference point Signaling System) - It is defined in Standard ECMA-143 4th
Edition - December 2001

. National ISDN PRI This protocol provides generic guidelines for Customer Premises Equipment
(CPE) which offers Integrated Services Digital Network (ISDN) capabilities over an ISDN Primary
Rate Interface (PRI). These generic guidelines cover ISDN call control and supplementary services
for circuit-mode and packet-mode calls, from the CPE’s perspective.

1.5 Supported Platforms

GL Communications supports the following types of ISDN analyzers:

. Real-time ISDN Analyzer (Pre-requisites: GL's field proven E1 or T1 internal cards or USB Laptop
E1l or T1 external units, required licenses and Windows XP (or higher) Operating System)

. Remote / Offline ISDN Analyzers (Pre-requisites: Hardware dongle and Windows XP (or higher)
Operating System).

OctalXpress T1/E1 Cards tProbe™T1 E1 VF FXO FXS and Serial Data Analyzer Unit
Figure 1: T1E1 Hardware Platforms for ISDN Analysis
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Section 2.0 Getting Started

2.1 Installation

The Real-time protocol analyzer is available as optional software with the GL's analyzer (T1E1 /
Datacom Board / T3E3 / LightSpeed1000). For the list of supported platforms for this protocol
analyzer, refer to section Supported Platforms. Users require a GL's license to integrate the protocol
analyzer with already existing analyzer. Once the license has been installed properly using license
installer, the application can be invoked as explained in the following section.

For installing offline and remote protocol analyzers, first install required hardware (T1E1 / Datacom
Board /T3E3 / LightSpeed1000), server software, and protocol capture software. At the remote site,
install the GUI based Offline/Remote protocol analyzer application. For more details on installation of
offline protocol analyzer, refer to section Offline / Remote Analyzer Installation. For details on
installing Analyzer, refer to Installation User Manual for the required Windows® operating system.

2.2 Invoking Real-time Protocol Analyzer

Eile Config Wiew Monitor IntrusiveTest | Special &pplications  wwindow  Help

Double-click the analyzer icon located on the desktop to invoke the application. The Analyzer
executable is located in the directory ‘\Program Files\GL Communications Inc’. From the main window
of analyzer, click Special Applications > Protocol Analysis and select the required protocol
analyzer as shown below:

1 tProbe - Analyzer 1ol x|

i|ces & cRe jIND Loopback Prokocol Analysis HOLC Analysis ard #1 vl

15D Analysis | [#1E1Ingyre #

Protacal Emulation 3 HOLC Playback:
Protocol Identifier & Classifiar

windows Client Server (WCS) #

IEaru:H "I

Record | Playback File Ll ISDM Analysis —%F [Audia)
Dial Digits 4 337 Analysis —Tu [WF In
Call Capture & Analysis b G5M Analysis Gain[dE]
Pheysical Laver Monitor 3 GPRS (Gh) Analysis 0.0dB
GPRS (IF Gx) Analysis -
Echa Test Solutions 3 ¢ ), i TS5 -
MCBERT, HLC, TRAU y  UMTS Analysis =
! i’ GR-303 Analysis =l -
AudioBridge, StripChart 3 ) z
V5. x Analysis -
DCME Analvzer » _I_,:
. ) Frame Relay Analysis [ Inzert -
;m;:: lQui:lgtv F'.Ists.elssment ATM Analysis I signaling Bits
ELRI e PP &nalysis I™ Speaker
) — Fix [WF Out)—
TRAL F\naly5|s Gain[dE]
Trau Traffic Playback 0.0de

Trau Toolbox +

TS
[ =

Lucent
CLiM& 2000

54 Bits HDLC Analysis
54 Bits HDLC Playback.

[~ Speaker

Set 0-dB |

"VF imped. /Mic -

IEUD 'I

551 Signaling Analysis

Signaling Bits Transitions

Figure 2: Invoking the Protocol Analysis
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2.3 User Interface

The user interface comprises of main menu, toolbar, sub menu toolbar and different views, which
includes Summary View at the top, followed by the Detail, Hex Dump, Statistics, and optional Call
Detail View at the bottom as shown in the figure below:

L9 150% Protocol Anabpsis 87

=101 x|
Ele View Coptue Sathties Datsbase CalDetsl Becord Configure Heb

wlal 8 S| Awna

15| Sublh|Fr | TI
- Surnmany
1 0 0 & Res_ 0 0 Supe. 1 “" i View
F 1] L} E Rex. O a Supes.. 1 40 RR hd
| | ]
I_ 12 TimaSlotell Frames=0 at 1 0o 0 10 O Lenze i
HDIC Frane I:'-u ta + FCS Dretail View
szszessemess LAPD Laper sesssssssswms - _.I
CR . 0. Command(lUser). Response(Hetwork)
SAFL = QDDooO0 {0} i
| | »
[Fex Dunp of the Frase Data
+ +- - - - —t—— — H [0
00 01 01 51 D& FC L B ".I'r;:u UL
| | X
1 [eve # I E Frame Cortlfievce 8 |
1 (6. £ .
3 Frees = Stahisitcs
View
T ColGbie | Coling Mo | Colod Moo | Cal St Dot & e | Cal Duraon | P &
=0 iirplted 5600 ETMTE TG40 0 D0 260625 00 00 ¥
=1 oy bted 4100 File 29 NG040 0 00 0 5T (0000 00 S48 0T — = Call Trace
=1 irphkted 5500 Tesah TEON0101 0 00 08 341787 (000090 574650 Wiew
=3 omphted 500 BEMT10 TGN 4 (o 08 ) 00000 565350 -
ai: = - s i e LJJ

JE:WProgram Fles\@ Communicaton: (27946 Frames
Figure 3: Summary, Detail, Hex dump, Statistics Views

The main menu tool bar comprises of File, View, Capture, Statistics, Database, Call Detail Records,
Configure, and Help menu. The main menu and the tool bar are used to select an operation to perform.
The status fields at the bottom of the window display miscellaneous status information. Most of the
operations can be performed either using the main menu or the corresponding tool button.

The features under these menus are explained in detail later, in this document.

The protocol analyzer opens with Summary, Detail and Hex Dump as default panes. Statistics and Call
Detail are optional panes, which can be viewed if required. User have the options to set the required
panes by using Views > Define Views. The splitter separating the summary, detail and hex dump
views can be adjusted according to user preferences. The summary view columns can be resized and
reordered.

. Summary View displays various columns such as Dev#, Frame Number, Time, Length, Error,
Src/dest IP addresses, Frame Type, and so on.

. User selects a frame in the Summary View to get the detail protocol field information in the Detail
View.

o Raw data for the selected Summary View frame is displayed in the Hex-dump View in HEX and
ASCII formats.
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Section 3.0 File Menu Options

The File menu includes following submenus -
. Start Real-time

. Stop
. Off-line
. Close

. Save As

. Save As and Close
. Export Details

. Export Summary

File

Skart Feal-time
Stop (Pause)
CfF-line

Close

Impark

Save G5 and Clase, .,
SAVE A5

Primk. ..

Expart Details ..
Expork Surmmars ...

Figure 4: File Menu Options
3.1 Start Real-time

Users can capture and analyze frames in real-time and record all or filtered traffic into a trace file. The
recorded trace file can then be analyzed offline and exported to ASCII file, or printed.

il

Note:
This feature is applicable to real time analyzer only.

To start the real-time analysis:
. Click File >Start Real-time

. Click Start Real-time i * from the toolbar

After you click the Start Real-time button, a warning message for overwriting the temporary trace file
is displayed. If you want to overwrite click Yes, else, click No and save it as a new file in the desired
location. This new file replaces the default specified in the capturing options dialog.

T~
‘?.

E./ File "C:\Temp.Hdl" exists, Do yvou want ko overwrite the file with new information?

Yes Mo |

Figure 5: Saving the trace file

The real-time analysis is used to capture data on one or multiple lines on the specified timeslots
simultaneously during transmission. The captured data is always stored in a temporary file. Before
capturing is started, the capturing options and timeslots must be set. These settings are saved in the
Windows® registry and can be reused between analyzer sessions.

The Real-time analysis procedure entails the following steps to be performed:

GL Communications Inc. 7 February 2013
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1) Specify the file on which the transmission should be captured using the capture file options (refer
to section Setting Capturing Options for further details).

2) Specify timeslots and other Stream/Interface selections using Capture > Stream Interface
Selection (refer to section Stream / Interface (Port) Selection for further details).

3) Specify the way in which the transmission should be captured to additional trace files using the
Periodic Trace Saving option (refer to section Periodic Trace Saving Options).

4) Start/Suspend the Real-time analysis using the Start/Pause menu options available under the file
menu (Refer to sections Start Real-time and Stop/Pause for further details).

5) Export captured information from Summary and Detail Views to files as explained in sections
Export Details and Export Summary.

6) Save current trace with a new file name (Refer to Save As and Close for further details).
The following image shows the real time analysis:

E}"-"'g‘:ISDN Protocol Analysis QSIG ETSI =10l x|

File Miew Capture Statistics Database Call Detaill Records  Configure  Help

(il VB 2@ AMWEE| =S W FIWEE S0 | |_G

Dev | 75.. | Su..|  Framett] TIME [Relative] | Len | C/R [sem [TEL [cTL [P |-]
O0.00.00.000000 | 47 | ResporcelUser.. 10 10 | Infom. |0 g

W52 023 1 00:00:00.005458 &  Command(User],... 0 ] Super.. 0O
L2 023 2 (0:00:00.010703 11 CommandJszer).... 0O 1] Inform... 0
W52 023 3 00:00:00.015974 16  Command[User),... 0 ] Infarm... 0O
.2 023 4 00:00:00.027 265 16  Command[User),... 0 ] Infarm... 0O
.2 023 5 (0:00:00. 026562 16  Responze(User],... 0O 1] Inform... 0O
W52 023 = 00:00:00.0371359 6  Response(Uzer]... 0 ] Super.. 0O -
*["'\ [ Balel =2 [plnNelaNeln ekl Kol ] - - m el Al (nl I (nl o (nl f
Card? TimeSlot==0-23 Frame=0 at 00:00:00.000000 O Len=47 -
HDLC Frame Data + FCS

============ LAPD layer ============ =

CoR = L. 1. Respon=e(Uszer). Comma

SAPI = pooooo. . (03

TEI = pooooon. (03

Ctl = ... 0 Information

Hi{S) = 0010000, (163

F = L. o {0l

Hi{E]) = 0011010, (263 -
« | _>I_I
Hex Dump of the Frame Data
nz2 01 20 34 08 02 00 ED 05 04 02 80 90 13 03 A9 4 i @
83 87 BC 0C 21 80 36 36 39 37 36 35 31 30 30 30 111 16697651000
70 0B Al 33 36 32 32 32 35 31 32 33 34 ED 09 P i36222512341

I — 2]
Running. Utilization 7.23% |2 Temp. Hdl |Captured 3083 frames |Errors 2383 CRC, 700 Frz| 2

Figure 6: Real-time Analysis

3.2 Stop/Pause

This feature is applicable to real time analyzer only.

To suspend real-time capturing, follow the steps given below.
. Click File > Stop/Pause or

. Click Stop ° from the toolbar
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3.3 Opening Trace for Offline Analysis

Off-line analysis is equivalent to transmitting/capturing a file in pre-defined channels and decode
standards. During off-line analysis the users can analyze the pre-captured *.hdl files. To open the trace
for Offline Analysis, follow the steps given below:

. Click File > Off-line as shown in the figure below Or

e  Click Off line from a File |§ from the tool bar

open 2| x|
Look in: | 3 hdic_isdn ~| « & e E-

3tol0zbytel EN.hdl IsdniserMet, HOL
Stol0zbytelEN.pom |5 lock_IE.HOL

deoss,hdl QsigEuro, HOL
(=] HOLC Sample di
“BHdlcPrat telicaz01. hdl

IpCrverlapd HOL kest

File: marme: |teliu:a2 Open I
Filez aof type: IHDLE Files [*.%] j Cancel |

[~ Open az read-only

A4
Figure 7: Open a Trace from a File for Off-line Analysis
L off-line ISDN Protocol Analysis 0.93x =18] x|
File View Capbure Statisiics Database Call Detal Records Configure  Help
%] -0 [ | coto |
TIME [Relative) Len Ewor| C/R [SAPI [ TEl | CTL | P/F | M| [ NEL | FUNC _ [4]
/12 23 1] 00 0 00000000 E Co.. 0O 0 Super.. 1 Fil RR -
S 2 23 1 00 00 09 330000 [ Co. O 0 Super.. 1 70 RR
;2 23 2 00:00:19.960000 [ Co. O 0 Super.. 1 70 RR
;2 23 3 00:00: 27 031875 38 Co. O a Infomn.., 0 24 Fi1]
;2 23 4 00:00: 27037125 38 Co. 0O a Infomn.. 0 i Fi1]
A2 23 5 00; 00 27043500 38 Co. O 0 Infourn,., O 2% 0
F 2 23 B 0000 27048375 38 Co. O 0 Inéorm,., O 27 70 J:J
i »
Card? TimeSlot=23 Frame=0 at 00:00:( r{{f_ffﬂf -P}'ﬂrﬂﬂﬂf.-:-"'1.1’(!}._"{5'1‘15'
HODLC Frame Data + FCS
=======s===== IAPD Layer 3
C~R - - , Bt work)
SAT Single User License
crl
Supervizory Function
o GL Communications Inc.
H{R)
4| i
];II:‘X Dump of thn: Frams= Dal::.a. g;r{g;;ﬁ::ﬁ:iunﬁ
00 01 01 8D a7 Eo0 This program is protected by L1S, and inte mational copyright lows
o8 described in the About Box,
Off-Ane Yiewing isdnitelicaz.hdl 195 Frames ' P

Figure 8: Offline Analysis
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Additionally, the files can be loaded using the command as shown in the figure below:

MWINDDWS system 32 cmd.exe - | I:Ilﬂ

Hicrozsoft Windows HP [Uersion 5.1.260081
C(C>» Copyright 1985-2081 Microsoft Corp.

D=~>cd D:sProgram Files“Gl Communications Inc~Izdn Analyzer

D:=“Program Files“Gl Communications Inc™Isdn Analyzeriisdnprot isdn™telicaZ.hdl

D=~Program Filez“Gl Communicationsz Inc~Iszdn Analyzer:

Figure 9: Open a Trace File from Command Prompt

3.4 Close Trace
To close the trace file, follow the steps given below:
. Select File > Close or

. Click Close trace i from the toolbar.

3.5 Save As and Close

To save the trace file using a different name, follow the steps given below:
. Select File > Save As and Close menu item Or

. Click Save Trace to a Different File Name and Close | ﬂ from the tool bar

Saveas 2] x|
Save jr: I ) hdlc_izdn j - IfF E5-

3tal0zbykeLEN.hdl
deoss.hdl
IpCverLapd HOL
Isdniserhet. HOL
lock_IE.HOL
QsigEuro, HOL

File: narne: ItelicaE Save I
Save as ype: IHDLE Frame Output Files [ HDL) j Cancel |
A

Figure 10: Save Trace As File Name and Close

This feature is usually used to make sure that trace is saved in a different file than temporary trace file
and will not be overwritten by accident.
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3.6 Save As

To save specific Frames/Packets in a new file or to append to an existing file, follow the steps given
below:

e C(Click File > Save As Or

e Click Save As | -l from the tool bar.
Save As |

— Source Frame / Packetz

LY | € Dizplayed | £ From IEI ko IEI

— Output File

File writing has completed successfully,

-
ENEREER

= Ovenwiite e,

1] I Canzel |

Figure 11: Save As

. Select All to save all the captured frames

’

. Select From to save all the frames whose frame length ranges within the specified values in *‘min
to ‘max’ text boxes as shown in the above figure

. Select Overwrite to overwrite the existing *.HDL files in the directory with the new captured
frames

. Select Append to append the frames/packets to the already existing *.HDL files in the directory.

Trace file remains open after the “Save As" operation is completed. Close the trace file and verify if
the file has been successfully saved by opening the saved *.HDL file in offline mode.
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3.7 Export Details
To export the detail information of frames to an ASCII file, follow the steps given below:
. Click File > Export Details Or.

o Click Export Details — from the tool bar

saveas 2 x|

Save in: Ilﬂ hdlc_izdn j = £k Ea-

[Z] HOLE Sample

File narne: |I5DN Sample Save I
Save az bype: I.-’-'-.SEII Expart Files [*.T=T) j Cancel |
o

Figure 12: Exporting Trace to an ASCII File

3.8 Export Summary

To export the summary information to comma separated values (CSV) format, follow the steps given
below:
. Click File > Export Summary Or

o Click Export Summary to a comma delimited filelg| from the tool bar

Select the Columns to Export and save the export summary as text file. Select Export Headers to
export a header line with column names preceding the summary data rows.

CETTTE— x| COr—— 31
1~ Export File HName //fﬁ.gv_;n{__y hobc_sedn d - B -
+ Columng bo Expart

[+ Espoit Heades

Flopanme: | Gave I
Sarve &t lypt [ S50 Esport Surmmany Files: [* TAT) = Cancal I

dil

TEl =l

Figure 13: Exporting Summary to an ASCII File
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Section 4.0 View Menu Options

The view menu includes -

Define Views to Display- Summary View; Right-click options in Summary View; Detail View; Hex
Dump View; Statistics View;

Protocol Standard
User/Network Side Specification
Time Format

Latest Frame

Set filtering criteria

Activate or Deactivate filter
Search criteria

Next, Prev

Displays trace file name

Default Summary Columns

Wiew Capture Skatistics Database O
= ko Display ... i

' Prokocal ..

| IJser [Mebwork Side Specification ...
Time Formak g

v Latest

Trace
Graph

Filtering Crikeria ...
Ackivate Filker
Mo Filbering

Search Criteria . ..
[=2s
=

Display Trace File Mame ...
Default Surmmary Columns

Invoke Packet Data Snalysis

Figure 14: View Menu Options
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4.1 Define Views to Display

Select View > Define Views to select Summary, Detail, Hex-dump, Statistics and/or Call Detail view
as shown in the figure below, and click *OK’ to view the details.

= Note:
Summary View should be selected to view the Detail and /or Hex Dump Views.

Define Yiews to Display x|

Surmmary

ex Dump

] I Cancel

Figure 15: Define Views to Display

4.2 Summary View
4.2.1 Setting a Relative Time

Select a particular frame in Summary View and right-click to select Set Relative Time.

The relative capture time stamp of all other frames will be calculated relative to the selected frame as
shown in the figure below. The selected frame becomes a baseline and the relative time above the
selected frame shows that frames are captured before this frame. Also the relative time below this
baseline shows that the frames are captured after this frame.

BAeISDN Protocol Analysis Q.93 o =]
File Wiew Capture Statistics Database Call Detail Records  Configure  Help
o] B <2S] Alm[ma] =(e] B F%E] =020 |_GoTo
Dev | T5. | Su. | Framett | TIME [Relative) | IR EEN ED | FF In) [ ME) | FUMC | Call Reference «|
2 23 0 -00:00:27.042875 & Co. O 0 Supervizary 1 70 RR —
2 23 1 -00:00:1 7. 068875 6 Co. O 0 Supervizary 1 70 RR
2 23 2 -00:00:07. 088875 6 Co. O 0 Supervizary 1 70 RR
2 23 3 -00:00:00.071 7000 38 Co.. O 0 Information 0 24 70 FROM =ide thal
2 23 4 -00:00:00.011750 38 Co.. O 0 Information 0 25 70 FROM =ide thal
2 23 5 -00:00:00.005375 38 Co. O 0 Information 0 26 70 FROM side thal
Weo| 23| | & Infomation |0 |27 [70 [ | FROM side tha
2 23 7 (0:00:00.005750 e olumn =election Informat?on 0 28 70 FROM Side thal
2 23 8 00:00:00.011125 ofl Sty Eflmie Infolmatfon 0 29 70 FROM s!de thal
2 23 9 00:00:00.016625 Summary Calors Infolmatfon 0 30 70 FROM s!de thal
2 23 10 00:00:00.021875 Diefine Views Infarmation 1] N 70 FROM side thal
2 23 11 (00:00:00.027250 Information 0 32 70 FROM side thal _

Figure 16: Set Relative Time
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View Menu Options

4.2.2 Summary Column Selection

Select a particular frame in summary view and right-click to select Summary Column Selection or

Select summary columns ko display

click on the

button from Configure > Protocol and GUI Options to

open the Analyzer GUI and Protocol Configuration window as shown in the figure below:

B L 1SDN Protocol Analysis QSIG ETSI o [m] [
File ‘“iew Capture Statistics Database Call Detal Records  Configure Help
- il | VB & dWMEEIE =S B R S0 [0
| Dev | T5I0t] Su.. | Fra.. | Len TIME [Relative] | E...| C/R | sapt [ TEI | CTL =)
1 2 023 21 11 00:00:00.1117151 ResponzelUser), Co... 0O 0 o
2 [0.73 73 B Set Relative Time 0 0 SupE
| 2 023 24 47 Surnrnary Column Selection 0 0 .
1.2 o2 5 14 el Sy G5 i .0 0 Infon
2 023 % B Sety ol Res.. O 0 Supe
o mem = am Diefine Yiews = - - o
4 | 3

Il Analyzer GUI and Protocol Coafiguration

Save Load Default

Bﬁelect summary columns to display
(v

Menu checked options

‘Q?IE Protocol skandard selection

%NetwarHUser side selection

{E} Tirne Forrnat
? Wigw Filker

ﬂﬂ Wieww Search

@D: TCP Connection QOptions
—

[ﬂ]l Perindic Trace Saving Options

ﬁjﬁtartup Options

@Data Link. Groups
Fol

[ TRSOY Y R S

—DISPLAYED summary columns

Ctrl-Up, Ctrl-Drovn to rearange colurng, DEL to remove,
Ctrl-£ to undo delete, Chrl-4 - dizplay all columns

[irag within lizt box to rearange, drag out of the list bos

to delete

N
T5lat
SubCh
Frameft
Len
Time
Error
C/R
SAP
TEI
CTL
F/F
MI5]

NIF)

Figure 17: Select Columns to Display

This window is used to select the columns that are to be displayed in the Summary View.
Select the desired columns to be displayed from DISPLAYED Summary columns pane to display the

columns in the summary view.
[ ]
[ ]

“Delete” key.

columns, which are hidden.

Click All Columns to display all the columns in the Summary View.

Click Sel Only to display a particular column in the Summary View.

Click and drag columns up and down in the "DISPLAYED"” summary column list to reorder them.
Click and drag the columns to the right side of the pane to delete them or use the keyboard

Click Undo Delete or Restore to get the columns back to the left pane.
Click Display Selected Columns from the HIDDEN Summary columns pane to view the

In addition to column selection, this window allows users to reorder the columns appearance that is
displayed in the Summary View, which is explained in the section below.

Additional columns may be displayed corresponding to the protocol standard selected. For details, refer

to Define Summary Columns.

GL Communications Inc.
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4.2.3 Column Resizing and Reordering

The users can resize and/or reorder the columns in Summary View. From Select Summary Columns
window (under Configure > Protocol and GUI Options), click and drag the columns to different
positions as shown in the figure below. The figure shows the Time (Relative) and Len columns are
reordered and TSlot and Frame # columns are resized.

File Wiew Capture Statistics Database Call Detail Records  Configure  Help

F|sgl=l ol n
I Analyzer GUI and Protocol Configuration

Dev
2 0 000000000000 | 47 save Load beradlt
VL gggggggl 2;23 ::15 Select summary columns to display OIS AYED summa coln
20 DD: DD:DDlD21 65 15 Menu checked options Cti-Up, Ctrl-Down ta rearange columns, DEL to remave,
7 D'“ DD: DD:DD.028582 o J)k Protorol standard selacti Ctrl-Z to undao delete, Cil-& - display all columng
i . grp o ooD stANaArd sSection Dirag within list box ta rearange, drag out of the list box
W20 00: 00:00.031 859 E g)) . . del
/ MetworkfUser side selection to delete
S 20 000000037104 11 = =
M- i 2y
‘KI' 20 I M0 10 N42375 R @ Time Format TSlat
57 view Fiker SubLh
ﬂﬁ Wigw Search
Irotocol Analysis Q5IG ETSI il —
File WiewW Capture Statistick 3
B . 0
||| B
Dev | T5lat TIME [Relative]
/2 02 0 a7 00:00:00.000000 -
I oo0oo000s4sE | |
L2 0-23 2 11 00:00:00.010703
2 0-23 3 16 00:00:00.015974
e 0-23 4 16 00:00:00.021 265
2 0-23 5 16 00:00:00.026562
2 0-23 B [ 00:00:00.031853
e 0-23 7 ikl 00:00:00.0:37104
L3 Mn-23 A R M0N0 N42375 _ILI
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Figure 18: Column Resizing and Reordering

In addition to reordering, the Summary columns can be resized. Click and drag the Summary column
headers to resize them.

GL Communications Inc. 16 February 2013



Document Number: XX150,0LV

150-7.2-20

View Menu Options

4.2.4 Repositioning Summary View

Enter a new current frame number to position at the top of the summary view and click GoTo button
as shown in the figure below:

-l'- 150N Protocol Analysis Bell NI2
File Wiew Capture Statistcs Database Cal Detal Becords  Configure  Help

[0 00 00
2 03 i EIIIIIEHJU!E.‘??E .. |10 1] an F
2 | 023 9 (000: 00, (w615 21 Ca. O i] H 43
2 03 10 (0:00: 00, 0652942 47 Rez.. 0 ] 9 a0
2 | 023 1 (0:00:00.058401 G Ca. O ] k]| F
2 023 12 000000063545 1" Rez. D a (] 32
? N7 ik NNEA-N0 NRRSTR i rn n n q 42 =
a| |lI 1|
ardd TimeSlot=s=0-23 Frage=7 at 00000, 037104 O Len=11
HDLC Frame Data + FCS S
=z==ssxz====s L4P]) layer ====s==z====s =
C~R = ... 1. Response(Uszer), Comnand({Network)
SaPL = gooooo. . {0)
TEI L] IZIE][JDEIEIU (0]}
Cel = Infarmation
H({5) = IZII:ILI:IIZI:lEI {18)
F = .......0 (D)
H{R) = 0011101, (29}
------------ Bell Layer 31 Layer =ssssssssss=s=s =
Protocol Discriminhator = 00001000 931-1.451 user—-network call control
Call Reference Length = ....0010 (2)
Call Refersnce ¥Value = 233 (.0000000 11101001
Call Refersnce Flag =10 FROM side that originated callref
Hezsage Typs = 01011010 RELEASE COMPLETE
1] | |
Gff-Ine Viewing |E:\Program Filesya Communication: 720 Frames [ i

Figure 19: Repositioning the Summary View

This operation may be executed even during the real-time capturing. If filter is active the frame
number refers to displayed (filtered out) frames.
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4.2.5 Summary Colors

Select a frame in Summary View and right-click to select Summary Colors as shown in the figure
below. Summary View is shown in different colors based on the selected columns.

For example, select Len (Frame Length) option and click Ok.
File “iew Capkure Statistics Database Configure Help

wim| B S| AwzEal =le W %] 0] [

Dev | 75, [ Su Framet TIME [Felative] Len | [ iR | sepi TEI =R

1 7 00: 03 45.920000 B5  Commandl.. 25 i Infor.. | O
N N N | B ™o = g Y

NERE 3 00:04:13.347500 4 Sjmm'zfy'glu';:: eloction Infor... 0

S 10 00:04:13, 365875 B Al Summary Colums Infor.. | O

S 11 00:014-13. 493500 143 Infor_ | O

1 12 00:04-13. 603500 72 Infor_ | O

1 13 00:04:13.639500 = Infor.. | O

‘ f 1 bl 14 Mn-rd.12 74 7R CC e =, Al IR n

EP;-:ISDN Protocol Analysis [).93x J
File Wiew Capture Statistics Database Call Detail Records  Configure  Help LA

w | B S| Mt =(e W &% =00 o GoTo |

Dev | 75| Su. | Framett | TIME [Felative) | Len|-" Enor|[C/R 58P [ TEL [Tl [P [ HE) [ NEF <
¥ | 1 [ 0l oooooooooooo| 6] JRes. (0|0 fGuper (1 | [17]
i

'

i

vy

W 1 ] 00:00:00 248625 ] Res.. 0 il Uan.. |1

W 1 [ 00:00:00 261875 a3 Res.. 0 il Uan.. |1

A 1 7 00:03:45 520000 Bt DecodeE.. Co.. 25 il Inform... | O 4 [
L 1 g 00:04:13 326625 EE  DecodeE.. Co.. 25 il Inform... | 0 4 0
! 1 9 00:04:13. 347500 46 DecodeE.. Co.. 18 95 Inform... | O 4 0
v 1 10 00:04:13 365275 E0 | DecodeE..  Co.. |18 95 Inform... | O 4 0

'

v 1 12 [00:04:13.609500 723 | DecodeE.. | Co.. 18 95 Inform... O 4 1]
v 1 13 00:04:13.689500 EE DecodeE.. Co. 25 0 Infarmn... O 4 1]
v 1 14 00:04:13.717800 EE DecodeE.. Co.. 25 0 Infarmn... O 4 1]
o 1 15 00:04:13 731375 EBE DecodeE.. Co.. 25 il Inform... | O 4 oo,
CFF-ling Viewing [E:\Program Files\al Communication |18 Frames [ 4

Figure 20: Set Summary Colors

Observe that different colors are set based on the values in the Len column, in other words, the
frames having the same length values will have a unique color set for it as shown in the figure above.

4.2.6 Define Views

For detail information on this, refer to section Define Views to Display.
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4.3 Detail View - Selecting Individual Frame

Click to highlight a frame in Summary View to display the frame-specific details in the Detail View.

PA:ISDN Protocol Analysis National ISDN PRI -0 x|

Eile Yiew Capture Stakistics Database Call Detall Records  Configure  Help
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00.010703 Command| g0 [0 [information [0 |55 38|
W2 0-23 3 00:00:00.0715374 16 Command(User), Response(Metwaork] O 0 Information 0 a5 41

2 0-23 4 00:00:00.021 265 16 Command|Jser), Bezponze(Metwork] 0 i] Information 0 a7 42

W2 0-23 5 00:00:00 026562 16 Response(User), Command[Metwark] 0 0 Infarmation 0 17 27

2 0-23 g 00:00:00.021359 &  Response[User), CommandMetwaork] O 0 Supervigone 0 43 =
e [ el na2 ¥ 0o On0n O271 04 11 | IS MLm= e ATk imels [nl [nl Imin.r-;l‘:am n 10 pln] LI—I

Card? TimeSlots=0-23 [Frame=Z at 00:00:00.010703 OE Len=11
HDLC Frame Data + FCS

============ LAPD layer ============ =

g =) = .. 0. Command({User). Response(Hetworl)
SAPT = oooooo. . (0

TEI = ooooooo. {0;

Ctl = 0 Information

NiS) = 0110111. (55}

F = o oy

H{R} =

niooi11. (39)
============ National ISDH FRI Layer 3 Layer ============ =

Frotocol Discriminator oooo1oo0o 9931-1.451 user-network call control
Zall Reffrence Length ....0010 2 Bytes

Call Reference Value 242 (. 0000000 111100107

Zall Feference Flag ... ... TO =ide that originated callretf
Hessage Type 00000111 CONHECT
| | |
Hex Dump of the Frame Data
00 01 6E 4E 08 02 80 F2 07 32 7D nH 18 23}
1| | i
Off-line Yiewing |C:\Program Filest Gl Communications | 720 Frames [ v

Figure 21: Selecting Individual Frame

The Detail View displays frame information in the following sequence

. Frame Summary Information

. LAPD Layer

. Layer 3 information -

» Q.93x layer 3 layer information

4ESS Layer 3 layer information
5ESS Layer 3 layer information
Bell Layer
DMS100 Layer
QSIG ETSI Layer
ISDN ANSI Layer
DPNSS Layer
DASS2 Layer
ARINC 746 Layer
QSIG ECMA Layer
National ISDN PRI Layer 3 Layer

YV V.V V V V V V V V V
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4.3.1 Layer Copy/Show/Hide Options

1) Right-click in the Detail View and select ‘Layer Show/Hide’ option to display or hide the required
protocol layers.

“~ISDN Protocol Analysis 0.93% M=] 3
File Wiew Capture Statistics Database Call Detall Records Configure  Help
B 2f|S| AEE Ee B F W% S o |_5oto |
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.. 43 RR
4 X - [ [=F] nr hd
4[ | 3
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HDLC Frame Data + FCS

..... N rponse [ Hetworlk )

0000 SAPT 000000,

0001 TEI n0aoooa.

oooz el = 0

0002 H(S) 0110101
iERS (
0003 N(R) 0101011 (433

============ () 93 Layesr 2 Layer
0004 Protocol Discriminator
0005 Call Reference Length
0006 Call Reference Value
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0008 Hez=age Type
0009 IEI Cause

00001000 Q931-I.451 user-network call control
Loo.noio {2y
1538 (.0000110 0O000010)

....... TO =zide that originated callref
01011010 EELEASE COMFLETE
00001000 Cause IE Identifier

0004 IE Cause Length 2 =02}
000E Location 0000 UTser
000B Coding Standard DD .. ITU_T {CCITT) standardized coding

000C  Cause Value DDlDDDD Normal call clearing

Ll | i
CFf-line Yiewing \C:\,Prngram Files (x86)\GL Communications IncitPr |27 46 Frames A
Figure 22: Selecting Show Layer Option
2) One can also select the Copy option to copy the entire layer decode information to the clipboard.

Refer to the figure below:
E.;%ISDN Protocol Analysis 0.93x _ O] x|
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H & [0 |_Gala |
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000z Ctl Fle Edit Format Wew Help
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s ER HOLC Frame Data + FCS
R 0 93 L - ) ============ LAPD Layer ============ =
1004 Protoeol Discrisina rer @ LS 210000 C/R = 0. Command{User), Response(Metwork)
0005 Call Reference Length 0000 SAPT = 000000, CO)
0006 Call Reference Value 0001 TEI = OOOOOOO (o) .
0006 Call Reference Flag 0002 ctl = .. 0 Information
0002 Hessage Type 0002 M(S) = 0110101, (53)
0009 IEI Cause 0003 P = e 0 (0)
0004 IE Cause Length 0003 MR = 0101011 43
O00E Location ============ (J.93x Layer 3 Layer ============
000E Coding Standard 0004 Protocol Discriminator = 00001000 QQE\I/I 451 user-network call cont
00C  Cause Valus 0005 Call Reference Length = L0010 (2)
0006 Call Reference value = 1538 (. 0000110 000000107
0006 Call Reference Flag =1l....... TO side that originated callref
< 0008 Message Type = 01011010 RELEASE COMPLETE
OFf-ine Yiesing 0009 IET Cause = 00001000 Cause TIE Tdentifier
000A IE Cause Length =2 (x02)
000B  Location = . 0000 User‘
000B Coding Standard T ITU_T {CCITTY standardized coding—
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4] | B

Figure 23: Copying Detail View Information
4.4 Hex Dump View

Hex Dump view displays raw frame data as a hexadecimal and an ASCII octet dump.

4.5 Statistics View

Various statistics can be calculated based on the protocol fields. For more information refer to the
Statistics section.
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4.6 Protocol Standard

Select View > Protocol to select the decoding standard to be used to parse and display information.
The decoding standard does not affect information saved to a disk file and therefore can be changed at
any time.

Il Protocol standard selection i [m] B

Save Load Defaulk

B Select summary columns to displed -
Menu checked options 4ESS
J . RESS
g?lh Protocol skandard selection ETS 3000
%NetwnrHUser side seleckion Bell MIZ
@ ) Dk5-100
Tirne Faormat DS -250
7 View Filter | [BRIGETSI
ISOM ANSI
ﬂﬂ Yiew Search DPMSS
@D: TCP Connection Options Dass2
ARIMC 746
Periodic Trace Saving Options Q516G ECha
F:?Startup Options = M ational ISON PRI _ILI
‘| T I 2

Figure 24: Select Protocol Standard
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4.7 User/Network Side Specification

Select As Captured option button to retain the selected user/network options at the time of capturing.

Select Inverse Captured option to inverse the selected user/network options effective at the time of
capturing.

Select User Defined option button to specify the network side cards. This option can be specified
when multiple cards are used. Enter the card number, which should be on the network side.

The user/network side specification is set initially using the Capture Options > Stream/ Interface
dialog as explained in the section User / Network Side Specification.

Il MNetwork /User side selection =10 x|

Save Load Default

B Seleck summary columns to disple= o
{* Az Captured

Menu checked options
" Irverse Captured

Jg?lk Protocol standard selection

%NetwurHUser side selection " User Defined

@ Tirne Format I
? Wigw Filker

Wiew Search -
4 | v

Figure 25: User/Network Side Specifications

Metwaork: Side Cards/|nterfaces [comma delimited ranges]-‘

L
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4.8 Time Displays

Four time formats are supported for both real-time and offline analysis. These time formats can be
changed during both off-line and real-time operations by selecting the required time format either from
View > Time Format menu item or by clicking on the time column header in the Summary View
shown in the figure below.

. Relative time
. System time
. Date and time
. Difference time
File W Capkture  Statiskics  Database  Configure  Help

&= Define Yiews to Display ... = . H l-l' |
Dev  Protocal ... E [Relative] | Lei
‘ seriMetwork Side Specification ...

Timne Farmat k| Relative Time

Lakesk Swskern Tirme

- Date and Time
e Difference Time

stamb

Figure 26: Time Displays

4.8.1 Relative Time

In the Relative time format, the time of capture of each frame is displayed relative to the time of a
selected frame. In this format, time value of the selected frame when the option is activated is always
0:00:00:000000.

If, for instance, second frame has the time value as 0:00:20:000000, it means that second frame was
captured after 20 seconds since the first frame was captured. Thus the time value corresponding to
each frame is obtained by the difference between the time of capture of that frame and time of capture
of Oth frame. Preceding frames have negative relative time and following frames have positive relative
time.

4.8.2 System Time

This option displays the system (local computer) time when frames were captured. For offline analysis,
the system time option shows the time when the trace was captured earlier.

For instance, during real-time capture, if the capture time displayed for the first frame is
14:53:24:015411, it means that the first frame was captured at 2.53 P.M., 24 seconds, 015411
microseconds local system time.

4.8.3 Date and Time

Date and Time format shows local date and system (PC) time during the real-time capturing of the
frames. For off-line analysis, the system time option shows the date and time when the trace was
captured earlier. The display is in the form of year, month, day, hours, minutes, seconds and
microseconds.

4.8.4 Difference Time

The Time Difference format displays the time difference between consecutive frame capture times. For
each frame it is this frame time minus the preceding frame time.
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4.9 Latest

1 E

Note:
This feature is applicable to real-time analyzer only.

The View > Latest option enables/disables automatic screen refresh and repositioning of the
Summary and Detail View to the latest captured frame. This option does not have any effect in the off-
line analysis mode and is used only for real-time analysis to refresh screen approximately every two
seconds. When the menu option is checked the automatic repositioning to the latest captured frame is
enabled.

File |'-.-'iew Capture  Statistics  Database ¢

= Define Views to Display ...
D

Pratacal ...
‘ Ilser/Metwork Side Specification ...
Time Format L4

Trace
Graph

Filtering Criteria ...
Ackivate Filker

——— Mo Filkering
33 3E-

Search Criteria ...
ek
Presy

Display Trace File Mame ..,
Default Surmmary Columns

Inwoke Packet Data Snalysis

Figure 27: Auto Screen Refresh During Real-time Analysis

4.10 View Filtering Criteria

The View Filter is used real-time and offline to display and subsequently save, export and print a
subset of frames satisfying a certain filtering criterion. The active filter is used as WYSIWYG (What You
See Is What You Get). When filtering is active, the subsequent save as, export and or print will apply
only to the filtered frames, otherwise, all the frames will be affected by the operation.

All captured frames are preserved and will be displayed when filter is deactivated. The filtering criterion
is effective either until the criterion is changed, de-activated or the analyzer is closed. After the filtering
criterion has been specified, the frame filtering can be activated or de-activated at any time.
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4.10.1 Setting Filtering Criteria

The filtering criteria are set for protocol fields and various parameters supported for the respective
protocol standard. It resembles a tree-like structure, which displays various layer components based
on the protocol standard selection chosen in View Menu > Protocol Standard Selection menu.

To view filter (or search) selections, select View >Protocol Standard Selection > View Filter.

The parameters satisfying the conditions may be included or excluded from the result using the
Include or Exclude options. All the selected criteria logically use OR or AND operations. A frame is
filtered if at least one criterion matches (OR logic), or each criteria matches (AND logic).

For more information on the parameters provided in the filtering criteria, refer to the section Appendix A -
Filtering and Search Criteria.

. Select View > Filtering Criteria menu item or

. Click Filtering Criteria ?z; form the toolbar. The filter selection dialog is displayed as shown in
the figure below

e  Click on the ?wew Fik=r button from Configure > Protocol and GUI Options

Il Analyzer GUI and Protocol Configuration -10] =]

dave Load Default

Select summar | S S ~ C/R Value
Menu checked ﬁ QSIG ETSI Command(User), T
J -@ D ata Link Q0K ornrmand
gf)jlk Praotacal skand EI@' LAPD
éwetwnrk,fl_lser ----- “ C/R
{E} I [ 2 SaP
Time Formak | | @ @ o TEI
? Viesa Filker | | | ¢ i o CTL L
----- o PAF

ﬁ:lj View Search | [ | © 0 i o M5
@D: TCP Conneckic | | | 0 i & NR)

----- @ FUNC

Perin:ldin: Trace -8 051G ETS Layer 3
ﬁjﬁtartup Optiar Activate [eactivate |

@Data Link Garac | &l Selected
Layer | Field | Filter " alue
LAaPD C/R Command[lUzer), Response(Metwark,

F;ﬂ‘r View Font Size

IMI Decode Op
Z Define Summa l I I LI

@Capture Cipkio — Conditions for all zelections
) ANDIE TR % |nclude £ Exclude Deactvate Sel | [Deachyate bl

. o

Figure 28: Setting Filtering Criteria

rr ¢

Just setting the filtering criteria is not sufficient to start filtering. After the filtering criteria have been
set, activate filter as explained below.
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4.10.2 Activate Filter

Activate filter activates the filtering criterion and displays only filtered frames.
. Select View > Activate Filter menu item as shown in the figure below or

. Click Activate Filter ﬁ from the toolbar

-0l

File Wiew Capture Statistics Database Call Detall Records Configure Help

||| B S| Momza| =] 1 & 0[] [0 GoTo |
TIME [Rielative Len “ET -

Y 7

1 00:00:00.005458 i i Super.. 0
2| 023 2 00:00:00.010703 i i Inform... 0 55
File | Yiew Capture Statistics Database ©-23 3 i i Inform... 0 5E
l&@ Define Yiews ta Display ... 1-23 4 0 0 Inform... 0O 57
123 5 a a Inform... 0 17
| Devv Protocol ... 123 g 0 0 |Super. | O
‘ UserMetwark Side Specification ... v Aan Bl 4 o n n [ n 1n _ILI
Time Format 3 | L4
Latest OK Len=47 -
Trace = j
Graph = 1. Response(U=zer), Command{Hetw
= gooooo. . {0}
Filtering Criteria ... = 0000000, (0
Ackivate Filker = 0 Information
= 0010000, (16}

e —— % s 0 (o)
H{R) 0011010, (2e) -
1 . - _vl_I
Hex Dump of the Frame Data
02 01 20 34 08 02 00 ED 05 04 02 80 90 18 03 A9 4 i mnm @
83 87 6C 0OC 21 80 36 36 39 37 36 35 31 30 30 30 11l 16697651000
70 OB A1 33 36 32 32 32 35 31 32 33 34 ED 09 p 36222512341
| | i
Filter is active, |C:\Program Files\GL Commuricat [Fler 720 of 720 frames | [ v

Figure 29: Activating Filter

If no filtering criterion is selected, both View > Activate Filter menu item and the corresponding
button are disabled. Therefore, setting filtering criteria must precede the filter activation.

The active filter affects subsequent save, export and print operations. It works as WYSIWYG (what you
see is what you get).

4.10.3 Deactivating Filter

Deactivating filter removes filtering and displays all the frames in the trace.
. Select View > No Filtering menu item as shown in the figure below or

. Click Deactivate Filter ﬁ from the toolbar

Filel'-.-'iew Capture  Skatistics  Database ©

7 Define Yiews to Display ...
Dev  Protocol ...
\,H‘i serMebwork Side Specification ...
./ ¢ Time Format »
/1 Latest
\"Hr ‘ Trace
N 5 Graph
i
./ i Filtering Criteria ...
./ 1 _Activate Filker
i
i

Figure 30: Deactivating Filter
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4.10.4 Example - View Filter

To filter out frames with errors and display only the erred frames, follow the steps below:

1) Expand Data Link Layer. Select Error Frames Only option as shown in the figure below to filter

all error frames.

2) Enter the character 'y’ in the entry field and click Activate to apply the settings.

3) Select Include radio button and close the View Filter window to apply the settings.

4) If more than one filter condition is required, select the AND / OR option accordingly.

— Filter Selection

{5 LsPD

=4 Data Link

o Frame Lengthlz)

% Enar Frames Only

o 0K Frames Only

o Frame Mumber(z)

b 3 Card. Timeslot Subchannel

— """ far Ermored frames only

il

- LAPD
1| | ﬂ Activate Deactivate
—all Selected
Layer I Field | Filter '/ alue
Drata Link. Error Frames Only '
1] | 2
— Conditionz for all selections
= aMD & OR % |nclude ©© Exclude Deactivate Sel | D eactivate Al

Figure 31: Example - Filter Option to filter Error Frames Only
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4.11 Searching for Specific Frames

First, the search criterion has to be set and then *‘Next’ or ‘Prev’ function is invoked to search from
the current record towards end of trace (next) or beginning of the trace (prev). If filtering is active the
search operation is conducted among the already filtered frames.

. Select View > Search Criteria menu item or

. Click Find H from the toolbar to open search criteria window as shown in the figure below

. Click on the ﬁﬂwew Search button from Configure > Protocol and GUI Options

Mvensear =

Save Load Default

B Select summary colu | e et - C/R Value
[rrpas] )
Menu checked aptiar Eg“} ETS'_ Command(l)zer], Besponse[Metwark]
J B D ata Link, Fezponze(User], Command[Metwork]
g?n Prokocol standard se EI@" LAPD
%Netwurk,lllser sides | || i *‘ C/R
@ T [ Y I 2 SaR
Time Format 0 [ | & & o TEI
S viewRier | | @ CIL L
----- o PSF
ﬁﬂ Miew Search | || i i & N5
@D: TCP ConneckionCpt | | | ¢ )
----- @ FUNC
F‘erin:u:lin: Trace Savir -8 0SIG ETS Layer 3
ﬁjﬁtartup Options &ctivate Dieactivate
@Data Link Groups Al Selected
E View Fonk Si Layer | Field | Searchvalue
F IS PNt Sl LAaFD C/R Command[User]. Response(Metwork)
IMI Decode Options
Z Define Summary Coh 1 I I LI
@Capture Cptions — Conditions for all selections
= AND*F OR ¥ |nclude ¢ Exclude Deactivate Sel | Deactivate All
oo, e/

Figure 32: Setting Search Criteria
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4.12 Forward Search & Backward Search

File | Wiew Capture Statistics D[Database
[ Define Yiews to Display ...
D

Pratacal ...

Iser/Metwork Side Specification ...
Time Formak L4
Latesk

Trace
Eraph

Filkering Criteria . ..
Activate Filker
Mo Filkering

Search Criteria ...
Mexk
Presy

Display Trace File Mame ...

"*'” plme molpolos oo mo me oo me ne mo .Lx;

Defaulk Summary Columns

Invoke Packet Data &nalysis

Figure 33: Searching Forward or Backward Options

4.12.1 Searching Towards the End of the Trace (Forward Search)

This operation will search from the current Frame in the summary view towards the end of the trace.
To invoke this operation, follow the steps given below:

. Select View > Next menu item as shown in the figure below or

. Click Hl from the toolbar

4.12.2 Searching Towards the Beginning of the Trace (Backward Search)

This operation will search from the current frame in the summary view towards the beginning of the
trace. To invoke this operation, follow the steps given below:

. Select View > Prev menu item as shown in the figure below or

. Click Hl from the toolbar
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4.12.3 Example - Search for particular frames

Use the search option to search for particular frames of interest, among the displayed frames. For
example, to search for all frames with frame length between 40 to 100, captured on device # 2, follow
the steps below:

1) Expand Data Link Layer. Select Frame Length option as shown in the figure below.
2) Enter the range '40-100' in the entry field.
3) Further to search frames captured on a particular device, select Card.Timeslot.Subchannel.

4) Enter the value as '2' in the entry field. The format in which this information can be entered is as
follows: Card#...Card#.Timeslot#...Card#.Timeslot#.Subchannel#

5) Click Activate to apply the settings.
6) Select Include radio button and select the AND option to search for frames that meet both criteria.

7) Close the View Search window to apply the settings.

— Filker Selection — Frame Length M or B ange bMin-bd ax
8 ETSI 300-102 40100
=14 Data Link

- Frame Lengths)
e Enmor Frames Only
e OK Frames Only
e Frame Mumber(s)
Lo Card Timeslot. Subchannel *
=8 LAFD
EEI--@ ETS Layer 3

4| | _pl Activate Deactivate
— Al Selected
Layer | Field | Search alue
Drata Link, Frame Lengthlz] 40-100
Drata Link, Card. Timesglat Subchann... | 1
1 | i

— Conditionz for all selections
{* AND{ OR % |nchude i Exclude Ceactivate Sel Ceactivate Al

Figure 34: Example - Search option to search for frames of specific length
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4.13 Display Trace File Name

Select View > Display trace file Name menu item to view the filename under which the analyzer
capture frames during real time or offline-trace as shown in the figure below. This option is useful
when the file name is very long and is truncated in the status pane.

Trace File Name x|

Zi\Program Fileshal Communications InciUsb E1 Analvzerihdlc_isdndIpowerLapd. HOL

Figure 35: Trace File Name

4.14 Default Summary Columns

To return to the Default Summary Columns from resized/reordered columns, click the View >
Default Summary Columns option as shown in the figure below:

File | Wiewy Capture Skatistics  Database C

Cefine Yiews to Display ...

L2

=
2]
=

Protocol ...
serMebwork Side Specification ...
Tire Farmat k

e

Latest

Trace
Graph

Filkering Critetia ...
Activate Filker
Mo Filkering

Search Criteria ...
Mexk
Presy

TR N

Display Trace File Mame ...

|58

Default Surnmary Colurmns

=
m
<

Inwvoke Packet Daka Analysis

Figure 36: Default Summary Columns
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Section 5.0 Capture Menu Features

Note: Capture Menu features are applicable to real time analyzer only.

5.1 Periodic trace saving options

Periodic trace saving is used to preserve all real-time captured data. Frames are saved to separate
trace files by size or time criteria and capture is limited only by the available amount of hard disk
space.

Select, Capture > Periodic File Saving Specifications, to open the screen as shown in the figure
below.

|Capture Statistics  Database  Configure He

Enable Periodic Saving
Periodic Fil

i Display Cutrent Petiodic Savihig File Mame

Capture File Options
Stream/Intetface Selection
Capture Filker ..,

i Bl Analyzer GUI and Protocol Configuration ;lglil

Save Load Default

B Select summary colgmns to display ~ Using View Fiter Save Director N
==

Menu checked optiohs ' all Frames (mo filkering) - —

J IE:\Program Filez\GL Communications |ne h 4

QJ?E Protocol standard sqlection " Filtered Only [use view fiter] &'

Metwark/User side sklection

=
@ Time Format

— Save File Mames

? View Filter % Sequential File Mames I L= HOL
ﬁﬂ View Search file: iame: prefiv — ‘l— file: mamme: suffis
i rumber of digits
@& TCP Connection OpE 915
Petiodic Trace Saving Options ¢ Date/Time Farmatted Nameas IZ\’ZM‘ZD_ZHZI I.HDL
F\?Startup Opkions
filetameRrefi_srEhd B0 2HE e ameCont file: riame; suffis
@Date Link. Groups
P}TFWBW Font Size ~ Create a Mew File After the Specified Limit Has Been Reached
INI Decode Optians & File Size Limit £.q. 1048576 or 1024K or TH Limit % alue
Zapture Options
" Frame Count Limit e.q, 1048576 o 1024 ar 1H 1000000
" Time Limit £.q, 2400 [HH:RH]
— Restrict or Becycle After M Files Options
|1DD % keep M Latest Files " Stap After M Files = Unrestricted

Figure 37: Periodic File Saving Specifications
Save Directory:

+
Click E: browse button to select the path of the directory where the files will be saved.
Save File Names:
Sequential File Names

This file naming convention saves the trace files with user-defined prefixes along with the numbers
indicating the sequence of the file. Select Sequential File Names radio button and enter a name in
the file name prefix entry field. Use the slider control to indicate the total number of files to be saved.
You can drag the slider handle to any position using the mouse or simply click to the left or right of the
slider handle to move it. You can control the slider by number of digits.
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Example: Enter the file name prefix as ‘ff’ and set the slider control to third position of the ruler in the
number of digits slider box. Now the files will be saved from ffO00 up to ff999 in the user-defined
directory.

Date/Time Formatted Names:

This file naming convention saves the trace file with date-time prefixes. Select Date/Time Formatted
Names radio button to obtain the file name saved with the year, month, date, and hour.

Example:

Enter the file name prefix as %Y%M%D_%H%I in the Date/Time Formatted Names text box. Verify
that the trace files are saved in '20050531_0953.HDL’ format in the user-defined directory. The
formatting specification refers to the year, month, day, hour and minute (date and time stamp).

Create a New File After the Specified Limit has been Reached:

Select either File Size Limit, Frame Count Limit, or Time Limit option and specify the limit in the
Limit Value entry field.

Restrict or Recycle After N Files Options:

Select Keep N Latest files, Stop After N Files, or, Unrestricted option to get the desired number of
trace files.

Keep N Latest files - Restricts the file saving only for last ‘N’ number of files, where *N’ is the value
set in the text box. When N is reached the older files will be overwritten by the most recent files
keeping the total number of files equal to N.

Stop After N Files - Restricts the file saving only for first ‘N’ number of files, where ‘N’ is the value set
in the text box. After the limit has been reached, the periodic saving stops.

Unrestricted - This option does not restrict the number of files being saved. This option limits the
periodic saving to the available disk space only.

For Example:

Enter the value as 10(N=10) in the entry field and select Keep N Latest files radio button. Only ten
files will be kept. They will contain the latest captured data.

Enter the value as 10(N=10) in the entry field and select Stop After N Files radio button. Initial 10
files are obtained and the process is stopped.

Select Enable Periodic Saving and Start real-time tracing options (provided under Configure > Startup

Note: Options) before setting the Periodic File Saving Specifications.
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5.2 Setting Capturing Options

File \-'iew|capture Statistics  Dakabase  Call Detail Reo

| ol Enable Perindic Saving
Dew 1 15, Pn.ariodic File Saving .Spn.aciFicaltions.
\fﬂu Display. Current Periodic Sawving File Name
2 [l Capture File Options
2 I StreamfInkerface Selection
2 | Capture Filker ...
2 | Reassembly Options ...
B Select summary columns ta display Il Protocol Capture Configuration o ] 4
[F=pss]
Menu checked options Save Load Defaul
J)J\'\ Protocol standard selection
sSTD
g)o Capture Fils Options -
éNetwnrk,l‘User side selaction ol =5F F ~ Default Saved File Name and Maximum Size -
i {:If:} Time Formak nﬁh Card & Stream Selection C:ATemp.Hdl J
[ ? Wign Filker %;‘ Capture Fiter M awirmurn Size in Bytes: ISDDDDDDD
: ﬂﬂ Views Search Gui & Protocal Options

™ Circular Capture Buffer [ In Memormy
r— Capture Limit Specified as Mumber of Frames or Elapse Time

@D: TCP Connection Options
—

Periodic Trace Saving Cptions

Frames Fromat: MHMHHH
i ﬁ]Startup Cipkions File Format:  HH:MM:55

] @Data Link Groups _ILI
Fjﬁ'},\-‘iew Fonk Size d I I _'I ! I I 5
| INI Decode Options

|2unuuunuu

Capture Options

Figure 38: Capturing Options

From the main menu select Capture > Capture File Options specify a temporary file name for
capturing, the maximum size of this file in bytes and the capturing limit in frames or time period.

The capture settings are saved in the Windows registry when the user exits the application. They need
not be entered each time application is started.

Specific settings can also be saved using Save menu option and subsequently loaded when needed.

The file name can be either typed in the entry field or selected using the file dialog by clicking "..."
button. The limit in bytes should be specified as a positive humber, for example, 50000000 indicate
that the maximum trace file size is 50Mb. If the limit is specified using the time format, for example,
12:22:20, then capturing stops after 12 hours, 22 minutes and 20 seconds.

Capturing stops when either the maximum trace file size in bytes is reached or the capturing limit is
exceeded when circular capture buffer is not used.

In case of high traffic rate (>50 Mbps), select the In Memory check box to get better performance.
This will store all the frames in primary memory instead of writing to trace file (on disk) and hence
improves performance. Frames will be written to trace file only when analyzer is closed.

It supports handling frames on 64 bit processor.

For infinite capturing, select the "Circular Capture Buffer" check box. When end of the capturing
buffer is reached, the capturing does not stop. Instead, the oldest trace records are purged from the
buffer and the new ones are placed at the end of the circular buffer.

The maximum file size in bytes can be set from 64k (2/!%) to 2G (2/3!-1) Only. When capturing is
Note: completed the unused reserved bytes are released. Closed trace file will shrink to the minimum size
sufficient to hold the captured information.

Various options are available for saving trace file, refer to Periodic Trace Saving Options for details.
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5.3 Stream /Interface (Port) Selection

The Stream /Interface Selection dialog allows a user to specify ports for monitoring, and
user/network side capture. To open the Stream /Interface Selection, follow the steps below:

. Select the Capture > Stream/Interface Selection as shown in the figure or

. Click Stream/Interface "l from the toolbar

File Wiew | Capture Statistics Database Call Detail Rece

| i Enable Periodic Saving
Periodic File Saving Specifications ...

Dev | TS. ) o T

m“ Display Current Periodic Saving File Mame

2 " Capture File Options

W2 il Stream/Interface Selection

2 Capture Filter ...

2 Bl Bl Card & Stream Selection 10| x|
- =

Save Load Default

Capture File Options - F'Drtxi:l Time Slot Selection ;I
2

n‘] Card & Stream Selectio 1

%; Capture Filker 00 |00 =~
GUi & Protocal Options 01

— Usger [unchecked)] / Metwork. [checked)
Ch

—Bit Inversion [1 <-> 0]
-

— Octet Bit Reverzsion [ MSE <-> LSB ]
i

HODLC FCS
{* 16 bits

" 32 bits
" None

r Data Transmission Rate
Single Channel—————  —Subchatnels 856 kbps

B4 kbps = DS bits

8
- Tl
P 16

Huyper-Channel c 2
a2

i+ MNuB4 kbps 40
7~ M«56 Kbps (bitz 1-7] 43

¢~ Mx56 Kbps [Bits 2-8) R Al a3 Pmilll
‘| | v | B

Figure 39: Stream/Interface Selection

Al

[Hione | alTS

Clear TS

mﬂmm-ﬁ-wm—tl

5.3.1 Port and Timeslots Selection

The time-slot selection dialog allows user to specify devices and corresponding time slots on which the
data is being captured.

For T1, all (0-23) or required timeslots may be selected.
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While for E1 systems, excluding timeslots 0 and 16 (for CAS signaling only), all or the required
timeslots may be selected.

Selection of timeslots may be contiguous or non-contiguous (N*64 kbps Hyper-Channel, Single channel
and Sub channels).

Optionally, frames may also be captured based on their FCS (16 bits, 32 bits, none).

Note: For N*56 kbps Hyper-Channel selection, the selection of timeslots should be contiguous.

5.3.2 User/ Network Side Specification

This option is used in protocol analysis for selection of uplink or downlink monitoring.

Along with the port selections, users can specify if the card is monitoring the traffic from user-side or
from network-side. If user is monitoring traffic originated from user-side (uplink), then cards should be
unchecked and for capturing traffic originated from network-side (downlink), the cards should be
checked as shown in the figure below.. The user/network side specification may also be set using the
View>User/Network Side Specification dialog as explained in User/Network Side Specification.

— Part and Time Slot Selection

1 2

04 (04 «|
05 |05
06 |06
07 |07
08 |08
09 |09
(10]10
11 (11
12 [12
13|13
14|14
15 |15
(16] 16
17 17
18 (18 ~|

— Uzer [unchecked] # Metwark [checked]
I

Figure 40: User/ Network Side Specification

Note: The first check box is meant for card1, the second for card2, and so on.

5.3.3 Bit Inversion

Bit inversion changes each bit in received octets from 0 to 1 and 1 to 0. (See the figure below)
Check the box as shown in the figure below to enable bit inversion.

Bit Inverzion [1 <-> 0]
B

Figure 41: Specifying Bit Inversion Option
5.3.4 Octet Bit Reversion

Octet bit reversion changes order of bits in each octet in such a way that the most significant bit
becomes the least significant bit. For example, 0101001 is changed to 1001010. (See the figure below)

Octet Bit Reverzion [ MSE <-> L5SE |
B

Figure 42: Specifying Octet Bit Reversion Option
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Both inversion and reversion must be used with care. In most cases bit inversion and reversion are not used in

Note: real-time systems.

5.3.5 HDLC FCS

HOLC FC5
= 16 bitz
32 bits

* None

Figure 43: Specifying FCS Value
This allows users to decode frames with FCS 16 bits, FCS 32bits, or no FCS options.
All as Portl: The settings of port 1 is applied to other ports

All as Port 1, 2: In case of multiple ports the settings of portl and 2 are replicated to all odd ports
and even ports respectively. For ex: settings of portl are replicated to port 3 and so on.

5.3.6 Data Transmission Rate

— Data Trangmizzion B ate

Single Channel ~ Subchannels 8-56 kbps
64 kbps . — D50 Btz
E —
" BEkb 1
= 16 | |> Al
3
Hyper-Channel L 4 Fleiria
32 5
% MxBd kbps o 40 B
 M¥56 Kbps (bits 1-7) a0 g
™ MNu5E Kbps [Bits 2-8) " 58

Figure 44: Specifying Channel Selections

Selection of the data transmission rate in various modes like single channel, sub channels, or hyper-
channels is possible.

Single Channel

If all eight bits in a byte are used for data transmission, then this is referred to as 64 kbps format. If
only seven bits out of eight are used for data transmission, then this is referred to as 56 kbps format.

Hyper Channel
Multiple channels may be defined per card.

Nx64 Kbps: This indicates selection of multiple timeslots (contiguous or non-contiguous) each of 64
Kbps

Nx56 Kbps (Bits 1-7): This indicates selection of multiple timeslots (contiguous) of each 56 Kbps
with bits selected (1-7)

Nx56 Kbps (Bits 2-8): This indicates selection of multiple timeslots (contiguous) of each 56 Kbps
with bits selected (2-8)

Sub channel

In addition, the data may be transmitted on any of the user-defined bits (contiguous only), in which
case, the user must select one of the options and its corresponding DSO bits under Subchannels 8-56
kbps pane. The actual sub channels comprising a lower bandwidth pipe are selected using the
subchannel selection list box.

Depending on data transmission rate, the number of subchannels can be selected according to the
table below. Each pipe 8 - 56 kbps can be comprised only from the contiguous subchannels. For
example for 32 kbps pipe the following sub channel selections are valid 1-4,2-5, 3-6, 4-7. On the other
hand, selecting subchannels 1, 2, 4 and 5 for 32 kbps is invalid: the total bandwidth is 32 kbps for
these four selected subchannels, however they are not contiguous.
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Capture Menu Features

Subchannel Subchannels Example Example Explanation
Rate per Time Slot
8 1,2,3,4,5,6,7,8 ~ Subcharnels 856 Kbps Three Indepen_d_ent
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i 1B Al | 8 kbpS
|2
 a . Mone |
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" FE
16 1,2,3,4 — Subchannels B8-56 kbps Two pipes
— D50 bits 16 kbps each are
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48 1 Similar to 40 kbps but 6
consecutive subchannels must be
selected

56 1 Similar to 40 kbps but 7
consecutive subchannels must be
selected

5.4 Setting Capture Filter using Real-time Analyzer

Select Capture > Capture Filter option to directly exclude LSSU (Link Status Signal Unit), FISU (Fill-
in Signal Unit) frames or any other user-defined frames. LSSU frames (of length 5) communicate
information about the signaling link between the nodes on either end of the link. FISU frames (of
length 7) support the monitoring of link traffic because they undergo error checking

For example, enter the number of the frames, say 5 and 7, and click OK as shown in the figure below.
Frames of length 5 and 7 will be excluded during real-time capture.

_loix

Save Load Default

Capkure File Options

n‘j Zard & Stream Selection

%? Zapture Filter
(aui & Protocal Options

|'S|:ua|:e Delimited Length List to Exclude =
57

Exclude FISU |  Exclude LSSU Clear ALL

Figure 45: Capture Filter
5.5 GUI and Protocol Options

Switches to GUI and protocol list: selecting columns, protocol standard, filtering criteria, search
criteria, etc. For more information refer to Configure Menu Features.
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Section 6.0 Statistics

Protocol statistics is one of the main features of protocol analyzers. Statistics are calculated based
on the protocol fields. The pane displaying statistics in protocol analyzer is as shown in the figure

below:
BA 1SDM Protocol Analysis Bell NI2 -|0] x|
File Miew Capture Statistics Database Call Detail Records  Configure  Help
ol VBl & MM R =S WY W 5] 25D E] |0 GoTo |
Dev | 75 5u.. | Framet | TIME [Relative] | Len Enor| C/R [ 5aR0 [ TEL |l [ PF [ Mise
00:00:00000000 | 47 [Res. |0 |0 |lrfom.. |0 |16 j
W2 0-23 1 00:00:00.005458 B Co.. O 0 Super... 0O
2 0-23 2 00:00:00.010703 11 Co.. O 0 Inform... 0O 55
W2 0-23 3 00:00:00.015974 16 Co.. O 0 Inform... 0O 56
\.fI" 2 0-23 4 EIEI:EIEI:EIEI.?E'I 265 16 Co.. 0O 0 Inform... 0O LT
1 3
Cardsd TimeSlots=0-23 Frame=0 at 00:00:00.000000 O Len=47 -
HDLC Frame Data + FCS
========---- TAPD Layer ============ -
CoR = L. 1. Response(U=zer). Command(He
SAPT = Qgooooo.. {0}
TEI = pgoooooo. {0}

....... 0 Information -
1| | 3

Hex Dump of the Frame Data

02 01 20 34 08 02 00 ED 05 04 02 20 90 18 03 A9 4 i i @

83 87 eC 0C 21 80 36 36 3% 37 36 35 31 30 30 30 11l Ie697651000
70 0B &1 33 36 32 32 32 35 31 32 33 34 ED 09 p 36222512341
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Figure 46: Protocol Analysis with Statistics View
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6.1 Steps to Display Statistics

Statistics can be calculated and displayed in off-line and real-time modes.

In both cases statistics must be defined first using ‘Define/Edit’ dialog as shown in the figure below
and subsequently statistics view must be opened using the Statistics > Open Statistics View or
using View > Define Views to Display.

For real-time capturing, statistics view must be open before tracing is started.

stabistics x|

Field Marmez — Device #
Ilze Type [single selection
fﬁﬂ Layors ype [zing ]
= Physical Link
o Key
g Levice & Field
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=p rame Lount -
= @ﬁpgfﬂ Frame Percent :I
Byte Count
=[] o Bute Percent LI

Em M adifier Function
% mg]] — Range List
@ =]

@ F/F
AN AP |

~[Elll Supervizory Function
Ny TEI € Cumulstive ) Separate

- 093 Laper 3
S 053 Layer AddMod | Remove |

— Selected Statistic [nformation

Layer | Field Mame | Ilze Type | Statiztic Type Remowve Sel |
Phyzical ... Device # Tatal

Remove All |
1| | | Apply |

Figure 47: Statistics Definition Dialogue

The statistics definition dialog has the following elements:

. Field Names displayed as tree view in the upper left corner. This tree view is used to select a
parameter for statistics calculation for the appropriate layer.

. Use Type (UT) selection list box in the upper right corner allows users to select either Total, Key
or Field type as statistics calculation type for each field name.

. Statistics Type (ST) list box allows users to select additional parameters (Frame count, Current
Frames, Max, Min etc) for each of the field name selected. Selecting a parameter under this frame
is a must, if the user has selected any Field Name as Use Type.

. Range List, Value Set or Wild Card can be specified in the entry field below the statistics type
list box to further narrow down the selection for the required statistics calculation.

¢ Add/Mod (Add/ Modify) button is used to apply all the values selected for each field for

calculation. On the contrary, the Remove button is used to remove the selections made for each
field name.

. Once the Add/Mod button is clicked, the Selected Statistics Information pane at the bottom
of the dialog lists the conditions set for each field and provides buttons to remove the selected or
all settings. All fields defined as Total UT, Key UT or Field UT must appear in this pane to
participate in statistics calculation as shown in the figure above.

GL Communications Inc. 42 February 2013



Document Number: XX150,0LV150-7.2-20

Statistics

6.1.1 Selecting Field Names (Step 1)

In the protocol tree view, navigate to the protocol layer to which the field item belongs and click to
select this item. The supported layers for the protocol analyzer and the field parameters for respective
layer will be displayed as shown in the figure below:

Field Hamesz

9 Layers

=4 Physical Link

Ny Enor Code
N StatTs0iTs5e
-8 Time Stamp
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|2l Modifier Function
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(N> TEI

-4 0.9 Layer 3

Figure 48: Selecting Field Names
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Classifying Fields under Field Names
All field names in the protocol displayed in the tree view belong to one of three types:

. Numeric
. String
. Enumerated (set)

Field names can be distinguished based on the icons representing them as shown in the figure below.
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Figure 49: Field Types
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6.1.2 Defining Use Type (UT) and Statistics Type (Step 2)

Use Type (UT)

The UT can be total, key or field types. Selecting proper type defines the table displayed in the
Statistics View. At least one total or key UT must be defined. Total and Key UT directs creation of
statistics view columns for the selected fields and also rows with unique aggregate value of Total and
Key columns.

Total UT has dual role. Firstly it's used as a Key UT, defining rows with unique set of column values in
the Statistics View. Secondly, it directs the statistics engine to display an additional row for totals
(sum). The latter is similar to the sum function in the spreadsheets.

Unique set of column values means that different rows have a unique combination of values in the
Key/Total columns.

Field UT defines only separate columns where the calculated Statistic Type is placed for the
combination of key values.

The UT can be set as Total, Key or Field. A minimum of one UT must be defined for each field
selected under Field Names.

Statistics Type (ST)
The following statistic types are available:
. Frame Count

. Frame Percent

. Byte Count

. Byte Percent

. Current Frames/Sec
. Current Bytes/Sec

. MAX Frames/Sec

. MAX Bytes/Secs

. MIN Frames/Sec

. MIN Bytes/Sec

. AVG Frames/Sec

. AVG Bytes/Sec

. MIN
. MAX
. SUM
. AVG

MIN, MAX, SUM and AVG should be specified only for numeric fields. As explained in the section
Classifying Fields under Field Names, all the fields belong to one of the following categories: numeric,
string and enumerated (sets). When the same ST is specified for multiple fields, a new column is
created in the statistics view for each field name.

Additional columns consume resources and slow down statistics calculation process. Only MIN, MAX,
SUM and AVG columns will be different for different fields, other columns like Frame Count, Frame
Percent, Byte Count and more will display the same information and will not be useful.
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6.1.3 Update Selected Statistics Information List (Step 3)
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[ AddMod || Femave |

— Selected Statizhic |nfarmation

Laper | Field M arme | Ilze Tupe | Statiztic Type Remowve Sel
Frame Court

Remaowve All

1| | n Apply

!

Figure 50: Selected Statistics Information List

After selecting the required Use Type and statistics Type, click Add/Mod button to add the selected
statistics in the information list.

Click Apply shown on the figure above to activate the newly defined statistics information. If the
Statistics Definition dialogue is closed without clicking on the Apply button will discard all the newly
defined statistics.
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6.1.3.1 Example 1 - Statistics with a Key UT

Key UT: This option creates a unique column in the Statistic View, and a row for each unique value
combination associated with all key and total columns. For example:

1) Open the sample trace file in offline analysis mode.
2) To define statistics, click Statistics > Define/Edit.

3) Select the field ‘Device #' under physical layer, and select Key UT as the use-type., and Frame
Count as statistics type

4) Click Add/Mod button and then click Apply. The selected statistics pane appears as shown in the
figure below.

stabistics x|

Field Marmesz — Device #
Ilze Type [zingle zelection]

9 Layers

E1-4# Physical Link |T|:utal
. levice el
@ Error Code =

N StantT=0TsS e

— Statigtic Typelz] [calculated, multiple zelection]—

18 Time Stamp
EI@ {%PE;H Frame Percent
Byte Count

=i o Eute Percent LI
~[=l Modifier Function
% ms]] — Range List
@ =]

@ ==
AN AP |

~[=ll Supervizory Function

~{Nb TEI ) Cumulative ) Separate
- (.53 Laper 3
B 053 Layer Add/Mod | Remove |

= S._electeu:l Statiztic |nformation

Layer | Field Hame | Ilze Type | Statiztic Type Remowve Sel |
Physzical ... Device # F.ey Frame Count J

Remove All |
‘ | o teb |

Figure 51: Define Statistics with a Key UT
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5) Click Statistics > Open Statistics View to open the statistics frame which appears as shown in the
figure below:

[I}':"EISDN Protocol Analysis 0.93x =10i xJ

File Wiews Capture Statistics Database Call Detail Records  Configure  Help

| |_| a:%lol alululnl = @ B Fisls] ool o GoTo |
. . Len | cm [ ser [ TRl [Tl TS T | FUMC | Call Befererce Flag |

S 20 1 00:00:00.096275 0 0 Unnu... SABME

NE 0 2 00:00:00.096475 5 cO___ ] 0 Unnu... 1 L

J 2 0 3 00:00:00.194275 § Co. 0 0 Unnu.. 1 SABME

A ] 4 00:00:00.194475 5 Co. 0 ] Unnu.. 1 1

L2 0 5 000000194912 50 Co, i} 0 Inform, i} i} 0 FROM side that originate

A1 n R O0O-00-00 195700 F ('S} n n Ciner n

. 1N 1 FR hd
4| | 3

? Denvice # | Frame Count{Device #) |

1 2
2 £49
Off-line Viewing |C:iProgram Filesial Communications | 137 Frames [ =

Figure 52: Statistics with a Key UT

In the above example, the data is captured using device # 1 and 2, and therefore the key values of 1
and 2 are displayed under the Device# column.

6.1.3.2 Example 2 - Statistics with a Total and a Key

Total UT: This option not only makes the column a key column but also creates an additional total row
for each unique value of the column.

Total UT and Key UT values combined together uniquely define a row in the Statistics View.

Key UT:Key UT defines a unique column value that can be used for calculating a Statistic Type like
frame count, sum, avg, min, max, etc. This calculated statistics will be displayed only if all the key UT
values are unique and are numeric else the Statistics View displays just the word ‘Total’ in the row
dedicated for the same purpose. For example -

1) Open the sample trace file in offline analysis mode.
2) To define statistics, click Statistics > Define/Edit.

3) Select the field ‘Device #’ under physical layer, and choose Total UT as the use-type and then
select Frame Count as statistics type.

4) Click Add/Mod button and then click Apply.
5) Select the field ‘Message Type’ under Q.93x layer, and then select Key UT as the use-type.
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Statistics

6) Click Add/Mod button and then click Apply. The selected statistics pane appears as shown in the

figure below.

Field Mamesz

@ K.eppad Facility Infarmation ;I
- [E[ll LFE Indization

~[E0 Layer 2 I1dent

~[E0 Layer 2 1dent

NI Length of netwark identificat
~[Ell Location

Em Lagizal Link |dentifier Meqgat
@ MLP_Swi_Domn

~[El M asimum Infarmation Fate (b
N Masimum transit delay value |
N Masimum transit delay value |
(N Masimun transit delay value rl
Em Mezzage Type

(=l Minimun Infarmation Fate (bi
NI Minute

~[E Mode

—Mezzage Type

B

Ilze Type [zingle zelection]

Total
Field

— Statigtic Typelz] [calculated, multiple zelection]—

Frame Count il
Frame Percent

Byte Count

Byte Percent LI

~[Ell Maode of Operation (BC) = Cumulative. % Separate
~[Eli Mode of Operation (LLC M/E =
4 | | b Remove
— Selected Statiztic |nformation
Layer | Field M ame | |1z Type | Statistic Type Femove Sel
Phyzical Link, Device # Tatal Frame Caount
@-933 Layer 3 Mezzage Type | Key

1

_femovesl |
) Remove 4 |
_tery |

| i Apply

Figure 53: Select Statistics with a Total and a Key
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7) Click Statistics > Open Statistics View to open the Statistics View as shown in the figure below:

_inix]
File Wiew Capture Statistics Database Call Detail Records Configure Help
D BRI E e GaTo
Dev | 75... | Su.. TIME [Relative) R EEEEEE IR DN EE CRY | Message Type 4|
Wi 2| [ 8] 0000 25 10 [0 [fom. 0 J1 J1 [ 1 |
1 23 9 00:00:08.6381 2 i} 0 Inform... 0 2 1 1 COMMECT
2 23 10 00:00:08, 773375 6 FAes. 0 0 Super.. 0 3 RR
2 23 1 00:00:08. 774250 11 Co.. 0 0 Inform... 0 1 3 1 COMMECT ACKM
1 23 12 00:00:08.834750 & Co. O 0 Super... O 2 RR
| 2 23 13 00:00:039. 430750 40 Co.. 0 0 Inform... 0 2 3 2 SETURP —lj
4 3
_ZE Dewvice # | ‘Z‘ Messane Type | Frame Count(Dewice #) |
1 ALERTING (1) 21
1 CALL PROGCEEDING (2) 21
1 SETUP (5) 2
1 CONNECT (7) 21
1 COMMECT ACKMOWLEDG... 2
1 RELEASE (77} 9
fotal 1 Total TE
2 ALERTING (1) 2
2 SETUP (5] 2
2 CONNECT (7) 2
2 COMMECT ACKMOWLEDG... 21
2 DISCOMMNECT (89 a
b RELEASE COMPLETE {20} 4
fotal 2 Total 64
|CiiProgram Files\ Gl Communications Ir (319 Frames [ 4

Figure 54: Statistics with a Total and a Key

In the above example, unique rows are defined based on field (Message Types) selected as the Key UT,
and columns (frame count for each device) are defined based on the statistics type selected for this
Total UT. Since the device is selected as Total UT, additional row displaying the total frame count per
device are displayed.

6.1.3.3 Example 3 - Statistics Total and Field UT

Field UT: This option defines additional columns for the parameters selected under Statistics Type
frame. Field UT creates just an additional column for the selected field. However, differently from Key
UT and Total UT, the Field UT does not create additional rows for each unique value associated with the
field. For example,

1) Open the sample trace file offline.
2) To define statistics, click Statistics > Define/Edit.
3) Select the field ‘Device #' under physical layer, and choose Total UT as use-type.

4) Select Timestamp under ‘Physical Layer’, and choose Field UT as use-type. To get the frame
count for each unique timestamp, select Frame Count as the Statistics Type.

Notice that setting the Timestamp as a Field UT does not create unique rows for each unique timestamp value as in
the previous example where the UT was set as the Key UT.
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Statistics

5) Click Add/Mod button and then click Apply.

Field Mamesz

ﬁ Layers

E1-4 Physical Link
. Device #
@ Error Code
@ StantTz0rT =50
. Time Stamp
B8 LAPD

Em C/R

Em CH

Em kodifier Function
—{ND NIR)

(N N[5

@ F

@ F/F

—ND 58P

—iND TEI

EEI--@ (.93 Layer 3

Em Supervizony Function

— Time Stamp

Ilze Type [single selection]

Tatal
=]

— Statiztic Twpelz] [calculated, multiple selection]—

Frame Percent
Byte Count
Byte Percent

—wildcard (7,7

£ Cumulative. ) Separate
sddMod | Remave |

= Elelected Statiztic |nformation

Layer | Field Hame | Ize Type | Statiztic Type Femowve Sel |
Phyzical ... Device # Total

Physzical ... Time Stamp Field Frame Count y, Remove Al |
4| | o) ke |

Figure 55: Define Statistics with a Total & Field UT
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6) Click Statistics > Open Statistics View to open the statistics frame, which appears as shown in

the figure below:

=a| E S| AtlEa|

00:00:00.036275
00:00:00.036475
00:00:00.134275
00:00:00.134475
00:00:00.13451 2
00:00:00.1 95700
00:00:00.1 36300

B¢ 1SDN Protocol Analysis 0.93x

File Wiew Capture Statistics Database Call Detall Records  Configure  Help

=0l x|

] .. 1] 1] Unnumbered 1
5 Co. 0O a Unnumbered 1
5 Co a a Unnumbered 1
5 Co a a Unhurnbered 1
50 Co. O a Information a 1} a
& Co. 0 0 Supervizom 0 1
16 Res. D0 1] Infarmation 1] 1} 1

Call Refe &

FROM si

70 sid_el;l
»

| =5 Deviee# | [ Frame Count(Time Stamp) |

1 6%
total 1 6%
2 52
total 2 52

|C:4Program Filesial Communications | [137 Frames [

Figure 56

: Statistics with a Total and a Field UT

In the above example, we have Device# set as Total UT, and Timestamp set as Field UT with
Frame Count as Statistic Type. This displays the total number of frames with unique timestamp
value for each device. Since the timestamp is selected as Field UT, additional row displaying the total
frame count for the timestamp is also displayed.
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6.1.4 Ranges, Wildcards And Enumerated Value Sets

Depending on the field type additional criteria may be specified to include only frames with the
matching:

. Ranges for numeric fields

. Wildcards for string fields

o Sets of values for enumerated fields
Ranges

Depending on the field type a range list can be specified for numeric fields as space separated numbers
or segments of numbers. For example, the range list 1 12-15 4-6 will include fields with the following
integer values: 1, 4, 5, 6, 12, 13, 14, and 15. Frames with all other values will be excluded from
statistics see the below figure.

Ranges are valid only for numeric fields.

— Statiztic Tepe(z] [calculated, multiple selection] —

Frame Count
Frame Percent
Byte Count
Byte Percent

I« L

— Fanage List

|1 1215 4.6

) Cumulative. ) Separate

| Add/tod I Bemowve

Figure 57 : Range List for Numeric Fields

Wildcards

Valid string field values can be specified using wildcard characters '*’ (asterisk) and ‘?’. (question
mark)

‘*’ means any zero or more characters

‘2’ means any single character

‘301*’, for example, means any string starting with ‘301’
‘301*5*’ means any string starting with ‘301’ and containing ‘5’

**3?24?5*' means string containing ‘'3’ followed by any single character followed by ‘4’ followed by any
single character followed by '5’".

Wildcards are valid only for string fields.
— Statigtic Type(z] [calculated, multiple zelection]—
Frame Count il
Frame Percent

Byte Count

Byte Percent LI

—Wfildard [,

|3n1 HR74

% Cumulative £ Separate

Add/Mod | Femove |

Figure 58: Wildcards for String fields
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Value Sets

Enumerated fields can have a fixed set of values assigned a string name. Some of these string names
can be selected to narrow down the statistics. See the figure below.

= Statiztic Typelz] [calculated, multiple zelection] —

Frame Cont il

Frame Percent

Byte Count

Byte Percent LI
—Walug Set

Supervizon
Unnumbered

% Cumulative. ) Separate

Add/Mod I Hemoyve

Figure 59: Specifying Value Sets

6.1.5 Modifying and/or removing configured statistics

— Selected Statistic [nformation

Laper | Field Mame | Uze Type | Statiztic Type Remove Sel
Phyzical ... Dewvice # Total :

Phyzical ... Time Stamp Total Frame Caount R emowve Al ||
4| | | Apply |

Figure 60: Modify/Remove some or all statistics

In the process of the statistics definition one can go to the Selected Statistics Information list
control and select a line by clicking on it. This will cause automatic repositioning of the tree view and
statistics information for the selected field to be displayed in the UT, ST and Range/Wildcard/Value
Set dialogue controls. User can then modify the information and click Add/Mod button to make the
changes effective as shown in the figure of the Selected Statistics Information list.

Click Remove Sel button to remove selected lines from the criteria.
Click Remove All to disable statistics.

6.2 Opening and Closing Statistics View

Statistics view can be opened and closed any time during offline analysis. Opening a trace view can be
a lengthy process for large traces when statistics is enabled.

Statistics view for on-line tracing must be opened before real time analysis is started.
To open Statistics View select Statistics > Open Statistics view menu item as shown in the figure

below.
Statistics Database  Call Det | opbicrice  Database  Call Det
DefinefEdit " DefinefEdit
Load Statistics ' Load Statistics
Load and Edit Statiskics . Load and Edit Skatistics
Save Skatistics Save Skatistics

Open Statistics Yiew Dpen Statistics Yiew
| ase Statistics Yiew Close Statiskics View

Export Export
Figure 61: Opening and Closing Statistics View
To close the Statistics view, select Statistics > Close statistics view menu item.
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6.3 Loading Statistics
Select Statistics > Load Statistics (to load the saved statistics criteria as shown in figure below).
One can load the statistics from a previously saved Statistics Definition File (*.ini).

open 21 x|

Look if: | £ Dual Ultra HD E1 Analyzer | = B ok EE-
% IsdnProtstatistics. ini - HdlcProtStatistics.ini

A IsdnProt.ini “BHdicPrat.ini

_'_-}F‘ppF‘rDt.ini _'_-}GsmF‘rl:ut.ini

_'_-}F‘ppF‘ru:utCaIITrace.ini _'_-}GsmF‘ru:utCaIITrace.ini

4 PppProtStatistics.ini & GsmProtStatistics. ini
_'_-}Hdlu:F‘ru:utCaIITrace.ini :SavestatisticsDefinitionFile. ini

<

_ I
Filz name: | Open I

Files of type: IStatistic Definition Files [*.ini] j Cancel

[~ Open as read-only

Figure 62: Loading Statistics

6.4 Load and Edit Statistics

Select Statistics > Load and edit statistics (to load the saved statistics and to modify the statistics
information).

6.5 Save Statistics

Select Statistics > Save Statistics to save the statistics. Save Statistics saves the file with
configuration details. Enter the desired file name and click Save, the statistics file is saved with
extension name ‘.ini’ (Statistics Definition Files).

Enter the desired file name and click ‘Save’, the statistics file is saved with extension name *.Ini’
(Statistics Definition Files).

sSaves 2| x|
Save jn |l:".~ Dual Ulka HD E1 Analyzer ~| ® 5 Eq-

557 IC35518nalysis_Oukput IChdlc_isdn
SaBits [Camaps [CA-Law Sar
Daka [CamMLPPP IChaRP
CCA_CALLCAPT [CamMetwork Surveillance [ dtmf
ProtocolClassifier ICiReleaseMotes I)Filer Files
551 |C)FrameRelay Iy signaling b
config IC)EinZFrame IC)BiFiles
Fad - Mulaw files IChaErEos I Glcview

i

File: name: ISaveStatisticsDefinitiu:unFiIa| Save |

Save as type: IStatistin:: Defiritian Files [*.ini] j Cancel |
A

Figure 63: Save Statistics as Filename
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6.6 Export Statistics

Select Statistics > Export Statistics to export the statistics view into a file with extension "sef’
(Statistics Export Files) for subsequent import into a database or spreadsheet.

saveds 21 x|

Save in: | ) Dual Ultra HD E1 Analyzer | = B o EB-
557 ICh5518nalysis_oukput (Chdic_isdn =
SaEits ICamMars I A-Law Samples =
Data ICAMLPRR IhaRF =
CCA_CALLCAPT [CaMetwork Surveilance  [25)dtmf =
ProtocolClassifier [C)ReleaseMotes IChFilker Files =
551 ICIFramerelay [Csignaling transitions [
config ICIEinZFrame ICTIEikFiles i
Fad - Mulaw files [ChEr3ns I Gleview i
L | 2

File name:  |ExportStatisticsFile Save |
Save as type: IStatistiu: Ewport Files [*.zef] j Cancel |
A

Figure 64: Export Statistics as Filename
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Section 7.0 Call Detail Records

The objective of call detail record is to isolate call specific information for each individual call from the
captured data and display the information in an organized fashion. The call-detail records are displayed
as shown in the figure below.

BA¢ISDN Protocol Analysis ISDN ANSI 101 x|

File Wiew Capture 3Stakistics Database  Call Detail Eecnrds|g0nfigure Help

|| Bl S| ARl E=Eel We % E S0 o GoTo |

Dev | 75, [ Su.. Framett Len| Enar[ 08 [5apt [ TEL Jore [ R [mis) [ mim) [ Fum ]
™| 5| [ 0] T [0 [0 om0 |8 |8 |
2 16 1 E i I Super... 0 ] RR
2 16 2 00:00:00.163625 20 1] I Inform... 0 a g
2 16 3 00:00:00.166250 11 .. 0 I Inform... 0 9 g
A 16 4 00:00:00.278125 E .. |0 I Super... 0 9 RR -
1| | |
Cardl TimeSlot=16 Frame=0 at 00:00:00.000000 OK Len=40 il
HDLC Frame Data + FCS

============ IAPD layer ============ =

R = L. 1. Response(lzer). Command{Hetworlk)

SAPT = Qooooo. . (0)

TEI = Qoooooo., {0

Ctl = . 0 Information

HiS" = nnoinnn [

4] |

Hex Dump of the Frame Data

02 01 10 10 08 02 00 05 05 04 03 80 90 A3 18 03 11£

fe B

&1 83 85 6C 08 21 81 35 35 35 30 30 34 70 07 Al innl 1I555004p |

35| 35 34 30 30 34 1C 34 554004 4 [

4

Call ID Call Statuis Calling MNum | Called Murm Call Start Date & Time | Call Duration | Felease Comph
= completed 555004 554004 200%-10-17 173648 370125 000012505500

g aclive S5H005 554005 200%-10-17 173648 650125 000041 731256

1| | i
Off-line Wigwing |[:hPragram Filesial Communications [34 Frames [ 4

Figure 65: Call Detail Records View

7.1 Build Call Detail Record

Select Call Detail Record > Build Call Detail Record menu item as shown in the figure below. Build
Call Detail Record is checked for the activation of call trace application. This should be done before
starting the real-time capture or before opening an hdl file in offline mode.

Call Detail Records  Configure  Help

v Build Call Detail Recards
Active Calls Dnly

Select Call Detail Columns o Display
Display: Selected Call Summarsy:
v Dismlay Enbire Summarsy

Open Call Detail Records
Zlose Call betail Recards

Expark:
Figure 66: Build Call Detail Record
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7.2 Select Call Detail Columns to Display

ctrl key and click OK.

Select Call Detail Record > Select Call Detail Columns to Display menu item as shown in the
figure below. This contains a list of possible Columns. Here we can select the interested columns using

1 E

Note:

The Columns can also be selected after opening the Call Data Record view by right-clicking on pane and choosing
‘Select Columns’ option.

Select Call Trace Columns to Display

x|

k.

Select All Deszelect All Cancel

Figure 67: Select Call Trace Columns to Display

Call ID details, the calling status whether the call is active or completed, calling number, called

number, call start date and time, call duration, release cause, device number, and so on, are shown in
the call trace view.

7.3 Active Calls Only

Select Call Detail Record > Active Calls Only menu item to view all the active calls.
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7.4 Open Call Detail Record
Select Call Detail Record > Open Call Detail Record menu item. Call Detail Record View can be
opened and closed in off-line trace viewing any time.
To open Call Detail Record View
. Select Call Detail Record > Open Call Detail Records menu item or
. Click View > Define Views menu item.
Call Detail Records  Configure Help

v Build Call etail Recards
v Ackive Calls Only

Select Call Detail Columns ko Display:
Display: Selected Call Summars:
v Display Enkire Summars:

Dpen Call Detail Records

Clase Call Detail Records

Expaork

Figure 68: Open Call Detailed Record

L] Build Call Detail Record menu item should be checked before opening Call Detail Records view.

] If the Call Trace view is selected from View>Define Views to Display menu item without checking Build Call
Detail Record, a warning message is displayed as shown in the figure below.

. Call Detail Record View for on-line tracing must be opened before on-line tracing is started.

Zall Detail Record vigw cannok be opened when <Call Detail Recaords/Build Call Detail Records = menu item is unchecked.,
Please =set the menu item < Call Detail Records/Build Call Detail Records = to the CHECKED state Firsk,

Figure 69: Warning Message
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7.5 Call Detail View

The following call trace details are available in the Call Detail View.

o Call ID - a unique call identifier assigned to each call.

. Call Status - the status of a call as either active or completed.

. Calling Number - identifies the calling number.

. Called Number - identifies the called number.

. Call Start Date and Time - the date (Y/M/D) and the time at which the call was made.
. Call Duration - duration of the completed call.

. Release Complete Cause - call termination cause.

. Device number- port number on which the call was captured.

. Timeslot (TS) - channel number on which the call was captured.
. CRV- call reference value.

7.5.1 Active and Completed Calls

Call ID refers to the identification of each call. There are icons visible to the left of these Call ID
numbers

Active Calls:

Active calls (‘E) are marked in green and the call status is specified as Active. An arrow is seen above
the letter A, which indicates the direction of the call.

Completed Calls:

s
Completed calls (@.') are marked in grey and the call status is specified as completed. An arrow is
seen above the symbol (-), which indicates the direction of the call.

7.5.2 Call Duration

Call duration is calculated for completed calls. It is the total time for the call from start till the end of
call. The value is represented in hh.mm.ss.nnnnnn format.

Call ID | cal Stas | Caling Murm | Called Nurm | Call Start Date & Time | Call Duration | |Release Complete Cau... | =]
e completed BE9TES1000 3620051234 D002-04-08 146304 142376 | 000000 285750 Normal cal clearing
I=F completed BE9TES1000 3620051234 D00-04-08 146304 240770 | 000000 285744 Normal eall clearing
=T completed BE9TES1000 3620051234 D00-04-08 146304 295697 | 000000 306490 Normal eall clearing
=5 active BE9TES1000 3620051234 DO02-04-08 146304 345645 | 000003 469843 Normal eall clearing
=6 active BE9TES1000 3620051234 DO02-04-08 145304 401667 | 000003 416937 100
o7 active BE9TES1000 3600051234 DO02-04-08 145304 491406 | 000003 307088 w0 o
‘1_| Call Duration I _}IJ
OFf-line Yiewing |C:iProgram Filesial Communications [720 Frames | i

Figure 70: Active, Completes Calls, and Call Duration
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7.5.3 Find CDR

This feature allows you to search for a particular call from the captured traces. Right-click on the Call
Detail View and select Find CDR option to open the screen as shown below:

Call ID [ pevmo| T3] Call Staus Call Start Date & Time | Call Duration | Release c.ﬂ

=T > 18 complated 2002-10-10 1456 32 636875 000001 036125 "
completed 2002-10-10 1475632 911000 000052 7000

= SR completed 2002-10-10 145622 495500 LR ”
ks > 18 active 2002-10-10 145632 720760 Select Columns I
w4 i 16 active 2002-10-10 145636 393875 Export Call Trace Records bl
s > 18 active 2002-10-10 14:56°33 665875 Close Call Trace Yiew .
e 5 18 completed S002-10-10 1456 39 $97275 000050 BB 1605 .
o o e
4 I B

CFf-line Yigwing

& AND O OR ' Include " Erclude
Columf Mame——— —WalueWildocard——————————
’iEaIIID =l [| Add

— Search Criteria, double click to modify

CDF Column Mame I " alue Yildcard

Delete Al Cancel |

Figure 71: Find CDR

Select the parameters from the Column Name and enter the criteria in the Value Wildcard text box.
The parameters satisfying the conditions may be included or excluded from the result using the
Include or Exclude options. All the selected criteria logically use OR or AND operations. A frame is
filtered if at least one criterion matches (OR logic), or each criteria matches (AND logic).

Wildcards

All values in Call Detail View are considered as string. To search for a specific call, valid string field
values can be specified using wildcard characters **’ (asterisk) and ‘?’. (question mark)

‘*"'means any zero or more characters

‘?’ means any single character

‘301*’, for example, means any string starting with *301’
‘301*5*" means any string starting with ‘301" and containing ‘5’

‘*3?4?5*%" means string containing ‘'3’ followed by any single character followed by ‘4’ followed by any
single character followed by '5’.

Wildcards are valid only for string fields.
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For example, to search for calls with call duration more than 40 seconds, enter the value for Call
Duration parameter in the wildcard textbox as '00:00:4???????7?’,

Click Add, and then click OK to exit the window.

This presents the call detail view with Next & Prev navigation button to navigate through records and
find the calls matching the criteria as shown below.

Call ID DevNa| 15| Call Status Call Start Date & Time Call Duration | Release ... | =]
b 5 16 active 2002-10-10 14 5656 231125 000042 636575 | Normal call ..
19 5 16 active 2002-10-10 145656 952625 000041 965375 | Marmal call ..
20 5 16 active 2002-10-10 14 5658 312125 (00040 61 =)
21 > 16 active 2002-10-10 14:56 59 605250 00:00:39.3' Prey | J
o 5 16 active 2002-10-10 14 5701 267625 0037 6
b 5 16 active 2002-10-10 145701 350250 000037 537750 Marmal call .
o4 5 16 active 2002-10-10 14 5702 DE7F50 (0036 $50250 00
Zres 5 16 completed 2002-10-10 145703 01 7750 00001 DBOR2S 00
225 > 16 active 2002-10-10 145703 052250 00035 835750 Marmal call .. -
OFf-lire: Yiewing |C:4Program FilesiEl Communicatio |S03 Frames | i

Figure 72: Specify CDR criteria

7.6 Display Selected Call Summary
Select the desired call in the call trace view pane and select Call Detail Record > Display Selected
Call Summary menu item to view the summary details of the specific call.

Also double click on the specific call in the call Detail Record view pane to view the summary of the
selected call.

7.7 Display Entire Summary

Select Call Detail Record > Display Entire Summary menu item to view the entire summary of the
calls.

7.8 Closing Call Detail Record

Call Detail Record can be closed form the Call Detail Record > Close Call Detailed Record menu
item as shown in the figure below or by choosing Close Call Trace View option by right-clicking on
call detail view.

| Call Detail Records  Configure  Help

v BEuild Zall Cetail Records
v Active Calls Only

Select Call Detail Columns o Display
Display: selected Call Surmmary:
v Display Enkire Summaty

Cpen Call Betail Records

Close Call Detail Records

Expaort

Figure 73: Close Call Detailed Record
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7.9 Export Trace File

Select Call Detail Records > Export menu item or right-click on the call detail view and choose
Export Call Trace Records option to open the window as shown in the figure below to export the call
details into a file. It exports the trace file details with extension name “cte” for subsequent import into
a database or spreadsheet.

f 7| %
Call Detail Records  Configure  Help _ —I—I

v Build Call Detail Records Save in: IQ DATA_ 98 (D] j . I.:j{ e~
v Ackive Calls Only

1 AnalvzerHelp 3 Echotest_Solutions
Select Call Detail Columns ko Display | 1ATM Analyzer [ Emails and Databse
Display Selected Call Surnmarsy 1 Automated Record_Playback, [ IFinal Checklists
v Display Entire Surmmary I:I Backup I:I GL Server Documents
; | 1Brochures (i GL_Mulki_Channel_aodio_driver
open Call Detail Recards
: _1CARS CIHDCARDS
Close Call Detail Records
| 1Data ClHelp1407
[ dcoss images | Images of MCEERT Erochure
KN I i

ile narme; | Save

Save as type: IStatistic Ewport Files [*.cte] j Cancel |

4

Figure 74: Export Trace File
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Section 8.0 Protocol Analyzer Configuration

8.1 Analyzer GUI Options and Protocol Configurations

This window provides a consolidated interface for all the important GUI and Protocol settings required
in the analyzer. This includes various options such as protocol selection, startup options,
stream/interface selection, filter/search criteria and so on.

Select Configure > Protocol and GUI from the main menu, to open the screen as shown in the
figure below.

Il Analyzer GUI and Protocol Configuration - |EI|1|

Save Load Default

S Select summary columns to display

—DISPLAYED summary columns —HIDDEM summary column
[Fiapasl
Menu checked options Chil-Up, Chrl-Dioven to rearange columns, DEL to remove,
J Chl-Z to undo delete, Ch-A, - display all columns Display Sel d Cal
),.!\ Protocol standard selection L . <-- Digplay Selected Columnsg
=TD Cirag withit lizt box bo rearange, drag out of the list box
%Networijser side selection to delete
@ Time Format "
S View Fiter SubCh
F[ameﬁ
Bﬂ View Search Tirne
Len
@D: TCP Connection Options Errar
C/R
Periodic Trace Saving Options S&P|
TEI
ﬁStartup Cptions CTL
P/F
@Data Link Groups HI5]
F. . NiR)
FF\.I'IEW Fank Size FUNC
) CRv
IMI Decode Options Meszage Type
Called#
Z Define Summaty Columns Callingtt
) Cauze Value
{%Capture Opkions Lacation
Call Reference Flag
Channel number
Progress Descrption

Sel Only All Columns Undo Delete Restore

Figure 75: Protocol and GUI option

Additionally, the user can save the configuration settings done in any of these options to a file or just
revert back to the default values by using the following menu options:
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Menu Options

Save: Select Save from the menu to save the configuration settings done in any of the options to a file
with an extension *.ACF as shown in the figure below.

saveas 21x|
Save jn: | 22) Dual Lilra HD T1 Analyzer ~| &« B ¥ EE-
ui‘[hlp [Charaos [Chsignaling transitions [
) Mebwork Surveillance (253 hdlc_isdn ICTIEikFiles i
I )esk IChss7 I Gleview i
| =iProtocolClassifier ICharp [Chdocs =
| "iReleaseMotes Ihcalldata I3t Files =
iafdl [Chdtmf ICywinClientServer =
@BinZFrame @Mu-Law Samples @Gsm L.f
| iFrameRelay IC)Filer Files [ Trau =
1| I i
File name: IF'ru:ut.-'i‘-.naI_lrlzer..ﬁ.cf Save I
Save as type: | Canfiguration Files [.ACF) | Cancel |
s

Figure 76: Save Configuration Options to File

Load: Select Load to load the previously saved *. ACF file from the location where this file was saved
as shown in the figure below.

open 2|

Look jn: |l:".~ Dual Ulka HD E1 Analyzer | = 5 Ef-
| )Gsm IChcprs i (]

L) Trau [C7)Digital Echo Canceller 5 taa et
) atm ZIPpp

| iBer [Chcoma

| IsdrEmulator [ChUmts

| StripChart [ TRty

4] [
File name: IF'rnt.-’-‘-.naIyzer..ﬂ.n:f Open I
Files of type: IEnnfiguratiDn Files [*.ACF) j Cancel |

[ Open az iead-only

2

Figure 77: Load Configuration Options
Default: Click Default from the main menu to revert back to the default settings.

8.1.1 Selecting summary columns to display

For detail information on this refer to section Summary Column Selection.
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8.1.2 Menu Checked Options

This lists the following two options
. Select View Latest Frame > Packet check box to display the latest frame in the summary view.

. Select Enable Periodic Trace Saving check box to save the settings of Periodic File Saving
Specification.

Il Menu checked options =] E3

Save Load Default

B Select summary columns to disple -
FE}ME""-' thecked options v “iew Latest Frame/Packet

Jg?g Prokocol standard seleckion

%NetwnrHUser side selection [T Enable Periodic Trace Saving

@ Tirne Forrmak
? Wigws Filker = _ILI

Figure 78: Menu Checked Option

8.1.3 Protocol Standard Selection

This options is used to select the protocol decode standard. For more information on this refer to
section Protocol Standard Selection.

Il Protocol standard selection i [m] B

Save Load Defaulk

B Select summary columns to disple -
Menu checked options 4EGS
A ) RESS
g?lk Protocol skandard selection ETS 3000
%NetwnrHUser side seleckion Bell MIZ
@ ] Dk S-100
Tirne Faormat OMS-250
7 View Filter | [BRIGETS
ISDM AMSI
ﬁ:lj Yiew Search DEMES
@D: TCP Connection Opkions DAS52
WRIMC 746
Periodic Trace Saving Options 051G EChA,
l[:?ﬁtartup Options = M ational ISON PRI _ILI
« foof | 2

Figure 79: Protocol Standard Selection
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8.1.4 Network/User side Selection

Select User /Network Side selection to open the window as shown in the figure below. For more
information on this refer to section User/Network Side Specification.

Il Metwork /User side selection

Save Load Default

B Select summary columns bo displa2d

e f* Az Captured
Menu checked options

" Irvverse Captured

‘Q?lk Pratocol skandard seleckion

%NetwnrHUser side seleckion = User Defined
. Metwork, Side Cards/Interfaces [comma delimited rangesz]
Time Format (. I -‘
? Wiew Filber

ﬂ:lj Wigw Search

@D: TCP Connection Options
—

@ Periodic Trace Savinag Ol:utifns_lll
4 ]

Figure 80: Network/User side Selection

8.1.5 Time Format

Four time display formats are supported for both Real-time and Offline analysis. These time formats
can be changed during both off-line and real-time analysis by selecting the required time format as
shown in the figure below. For more information on Time Format refer to section Time Displays.

Il Time Format M=l B

Save Load Default

B Select summary columns to disple

Relative to the frame 0

Menu checked options apstern Time

Date and Time
-».-L Protocol skandard selection Time Difference between frames
=TD

%NetwurHUser side selection

@ Tirme: Forrnak

{\?? Wiews Filker
— -
al I _>I_I

Figure 81: Time Format

8.1.6 View Filter

This option is used to filter frames displayed in the Summary View. For more information on View
Filter refer to section Filtering Criteria.

8.1.7 View Search

This option is used to search the Summary View by decoded Summary column values. For more
information on View Search refer to section Setting Search Criteria.
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8.1.8 TCP Connection Options

Protocol Analysis probes can run on multiple computers. They are designed to send protocol summary
information and binary frame data via TCP-IP connection to a Database Loader to load data into a
database. To set the TCP-IP parameters, select TCP Connection Options from the Database menu

or click on @& TR Connection Options button from Configure > Protocol and GUI Options to open the

window as shown in the figure below.

— P Address [ 127.0.0.1 Local | IP Port———
127.0.01 _‘ ’VIEEIEI'I 9 Test Connection

— Probe Mame

F1

[~ Send Call Detail Fecords [T Send Traffic Summan

— Select Frame/Packet [nformation o be zent over TCRAP

[ Frame Octets [~ Summary Fields [~ Status

Dy .
TSlat

SubCh

Framet

Tirmne

Len

Errar

C/R

SaP|

TEI

CTL

F/F

HIS]

HIR]

FUMLC

CR

Mezzage Type
Calledft

Calling$t

Cauze W alue
Location

Call Reference Flag
Channel number

L« |

Figure 82: TCP Connection Options
In order to test the TCP/IP connection, the probe IP address and the IP Port name must be entered
Prerequisites for remote protocol analysis probes are following:
. Database installation and configuration
. Creating and configuring protocol table
. Database Loader installation and configuration

Probes can be configured to filter only subset of frames according to some criteria. For example, to
load the database with complete information, all the three data types for exporting (loading into
database), i.e., frame octets, summary fields and status information must be checked or the send
call details records option must be checked. For detail information on this, refer to GL’s Net

Surveyor™,

8.1.9 Periodic trace saving options

For detail information on periodic trace saving options refer to section Periodic Trace Saving Options.
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8.1.10 Startup Options

Startup option is used to enable the startup tasks such as Enable periodic trace saving, Activate Filter,
Build Call detail records, Connect to a remote database via TCP/IP and Start real-time tracing.

Click on FJSMUP PP from Configure > Protocol and GUI Options to open the screen as shown

below.

Il Startup Options
Save Load Default

M= E3

B Select summary columns to display
[Frafaa]

Menu checked options

&,L Protocol standard selection

=TD

%NetwurHUser side selection

@ Time Format
? Wi Filker

ﬂﬂ Wigw Search

@D: TCP Connection Options
—

Periodic Trace Saving Options

ﬁﬁtartup Opkions
@Data Link Groups

‘F}?F Wiew Font Size

IMI Decode Options

Z Define Summary Columns

@ﬁc‘apture Optians

|»

Load Options fram File and Execute T asks on Analyzer Startup

r |

¥ Enable periodic trace saving

— Startup T azks

v Activate Filter

v Build call detail records

¥ Cornect to a remote database via TCP/P
W Start realtime tracing

[ | Open P

w
4| | »

Figure 83: Startup Options

Enable periodic trace saving

Enables periodic trace saving immediately when analyzer is opened. For more information on this refer
to section Periodic Trace Saving Options.

Activate Filter

Activates filter when analyzer is opened. For more information on this, refer to the section Activate

Filter.
Build Call Detail Records

Activates Call Detail View when analyzer is opened. For more information, refer to Build Call Detail

Record.
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8.1.11 Connect to a remote database via TCP/IP

=" Note:
This feature is applicable to real-time analyzer only.

Connects to remote database loader when analyzer is opened. For more information on this refer to
Net Surveyor™
Start real-time tracing

Select the Start real-time tracing check box and click Execute to start the real-time capturing. A
warning message for overwriting the temporary trace file gets displayed. If you want to overwrite click
Yes, else, click No and save it in a new file in the desired location. This new file replaces the default
specified in the capturing options dialog. For more details refer to section Start Real-time.
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8.1.12 Data Link Groups (DLG)

\iill

Note:
Data Link Groups features are not applicable for HDLC, SaHDLC, GPRS Ga/Gn, ATM, UMTS, PPP, and TRAU Protocols

The data link groups help in defining the direction of the calls in a given network. It forms logical
groups comprised of unidirectional (either ‘Forward’ or ‘Backward’) data links. This option is essential to
configuring call detail records (CDR) where redundant signaling links can be used on different T1/E1
ports and time slots.

The direction is an essential part of the DLG specification because for many protocols like SS7, GSM
etc. the CDR fields that are used to separate calls must be swapped depending on the direction.

All unidirectional data links are grouped under a single name. The name given to DLG is just a case
sensitive string used to combine multiple data links in a single DLG.

To invoke a data link group option select Configure > Protocol and GUI from the main menu, and
click @Data Lrk&roups to open the screen as shown in the figure below.

— Data Link Group Specification

Card Timeslat  Subch oy
01 ] [0 4] [0 Data Link Group Mame

02 i h IEast

03 0z 2

04 N | |G

gg gé g ¥ Faonward Link Direction Odd Cards
o7 ag g

¥ gg ? Even Cards
10 09

1 10

I All Cards

13 12 .

T8 I MHone

15 14

16 15 —_—
17 15

13 17

19 | 118 &

Card | T5 | S | Ciir | D ata Link Group Mame Delete Sel

1 0 1] - West

2 1 1 - West

3 2 1] - West Delete Al

4 3 1 - West _—
) 0 1] -»  East

5 1 1 < Eagt Defaul

7 2 1] <  East

g 3 1 -  East

4| | B

Figure 84: Data Link Groups
Data Link Group Specification:

One or more unidirectional links defined by card, timeslots and sub-channel selection.

Select cards, timeslots and sub-channels either directly by mouse or keyboard using extended window
list box selection that includes the “shift” and “ctrl” keyboard keys for multiple extended selection or
use “0dd Cards”, “Even Cards”, “All Cards”, "None” push buttons to select or deselect cards.
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Specify the same “Data Link Group Name” sting to combine multiple links in a DLG and also check
“Forward Link Direction” for forward direction and uncheck for backward direction. The same DLG
always has the same data link group name string.

After the specification has been made, click Add to add the selection to the list of DLGs that are
displayed in the lower part of the pane.

Data Link Group Display pane

Displays the current DLG selection

. Some or all of the unidirectional links can be deleted from the current selection.
. “Delete Sel” button deletes the selected links from the current selection.

. “Delete All” button deletes all links from the current selection.

e  "Default” button sets the default selection.

When the dialog is closed the current DLG selection is automatically activated.

The configuration in the above figure has two DLGs: “west” and “east”. The “west” logical link (DLG)
consists of four unidirectional links on cards (ports) 1, 3 in the forward direction and 2, 6 in the
backward direction. The “east” logical link consists of two unidirectional data links: a forward link on
card 5 and 8 and a backward link on card 6 and 7. The data link grouping is essentially a definition how
to combine unidirectional data links in bidirectional logical links (DLGs) distinguished by their DLG
Name.

8.1.13 View Font Size

This option allows the user to choose the relevant font size to view the Summary, Detail, Hex,
Statistics, and Call Detail Records views. Select the option buttons with various font sizes such as Extra
Large, Large, Normal, Small and Very small.

Il ¥iew Font Size [_ O]

Save Load Default

B Select summary calumns ko disple -
Meru checked options — Summary, Statistice, CDR Font Size— — Detail, Hex Wiew Font Size
"Q?lk Pratacal skandard seleckion " Extralarge {~ Extra large
%NetwurHUser side selection ~ Large " Large
{E} Time Format f* Mormal f* Mormal
7 tiew Fiter  Smal < Smal
Wiew Search
ﬂ:ﬁ = Ve zmall ey zmall
@D: TCP Conneckion Options
—
[ﬂ Petindic Trace Saving Options
t[:?Startup Options

F Wiew Font Size - -
F—st-
Jl [ N — »

Figure 85: View Font Size
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8.1.14 INI Decode Options

= Note:

. Currently decode customization options through INI files features are not applicable for ISDN, GPRS, UMTS,
GR303, V5.x, Frame Relay, and TRAU Protocols.
. For details on the INI decode customization options, refer to Appendix B.

The .INI file configuration enables the user to customize the certain decode options and values in the
INI file (located in installation directory) to get proper decodes.

INI file is like any other ASCII file such as **.txt’ file and hence can be edited easily in a Notepad®.
The same can be edited in the GUI as explained below:

Click INI Decode Optians ¢-om Configure > Protocol and GUI Options.
Il INI Decode Options M=l E3

Save Load Defaulk

B Select summary columns ko display
Menu checked options C:\Program Files [«86)\GL Communications IncitProbe E1 AnalyzersdnProt.ini
Jg.# Protocol standard selection
%Networijser side selection

{E} Time Format
? Wigm Filker
ﬁﬂ Wiew Search

@D: TCP Connection QOptions
=

ﬂ Periodic Trace Saving Options

Startup Cptions

@Data Link Groups

E

FF\-'iew Font Size

IMI Decode Options

Z Define Summary Columns

Figure 86: INI Decode Option

L] The # indicates the parameters that can be edited for proper decoding.
. If there are no parameters seen, then it means that no customization in decode options is allowed for this
protocol analyzer
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. Click Edit INI to open the editor as shown in the figure below:

B IsdnProt.ini - Notepad =]

File Edit Format Wew Help

[DEF_SUM_Physical Link.O] i’
[DEF_SUM_LAPD. (O]

sum.0=C/R

sum.1=Ctl

sum.Z2=Modifier Functicon
sum. 3=MN{R)

sum.4=MN(5)

sum. 5=P

sum. =P /F

sum. 7=5APT

sum. 8=Superviszory Function
sum.9=TEI

[DEF_SUM_0.93x Layer 3.0]
sum.0=Call Reference Flag
sum.1=Call Reference wvalue
sum.2=Called Number Digits

4] 2

Figure 87: .INI File

. Once the decoding options are edited in Notepad®, save and close the window. Click Ok on the
conformation window as shown in the figure below.

. Close and open the Protocol Analyzer to see the decode changes in the GUI.

x

@ Changes will take effect when protocol analyzer is restarted.

Figure 88: Warning Message

The changes will take effect when the protocol analyzer application is restarted.
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8.1.15 Define Summary Columns

User can define the required summary columns through -

option.

1) Select Configure Menu > Protocol and GUI Options > Define Summary Columns.

2) Expand the protocol layer and select the required field to display as shown in the figure below.

[Fiaas]
fMenu checked options
Jg.# Prokocol standard selection

%Networijser side selaction

@ Tirne Farmnat
? Wiew Filker
ﬂﬂ Wiews Search

@D: TCP Connection Cptions
—

[;ﬂ]. Periodic Trace Saving Options

F:?Startup Options
@Data Link Groups

‘F;‘F Views Fant Size

[ ]
2-5| NI Decode Optians

Z Define Summary Columns

{(.:FCapture Cptions

Expand

Click on Expand to make visible all layers of the selected protocol standard.

Collapse

Click on Collapse to close all the layers of the selected protocol stanadard.

Wildcard Search

E Select summary columns ko display

Cefined Protocol Summary Fields for G935

E|I:Ifﬂ 0,93z Lavers/Fields
-8 LarD
ED@ 3.93% Layer 3

----- OEf active
----- D@ Additional Layer 3 Proktacol Infarmation Oct7a (BC)

..... OE addiional Laver 3 Protacol Information Ock7E (BCH
..... O1El additional Layer 3 Prokacal Infarmation Oct7E (LLC)
----- DE@ Assignor) assignee

----- CI'W Backward value

..... 'S’ N Identiier

----- OE o tndicator
..... 05 cUs Index Code

----- OEf cuG ndication
----- O'S) call Idsntity Valus
—[AER Cal Reference Flag
S AN Call Reference Length
- [7]"N Call Reference Value
----- OEl cal state value
----- S Called Mumber Digits
@ Zalling Mumber Digits
- EAEN Cause value
@ Channel number
----- DE@ Channel bype/Map elerm tvpe
..... DE@ Class

p— - .

Figure 89: Define Summary Column

----- DEm Additional Laver 3 Probocol Information Ock?a (LLC IP)
----- DE@ Additional Layer 3 Proktocol Infarmation Oct7a (LLC MET)

i

Define |

User can search the required filters through wildcard search. For example A*t can search the filters
which starts from 'A' and ends with 't' like Act or Alphabet. Click on Prev or Next to search the filter

backward or forward.
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3) Click on “Define” and a popup message will appear, refer to the figure below. Click on “OK”.

Eﬂhtwmtnm
s Defined Protocol Summary Fiekds For €,93x
checked options :

, " = OO @ %3 Layers/Fields - Define I
g?g Frotocol standerd selection = T8 Leen

;‘:‘E_mtwk,n.wma sebaction E?E ';"

¢ ¥4 Time Format E =1 Modfier Function

= AN nr)

<‘~u Wiews Filbar AN N

[H] view Search AN P

N PF

| e connection optsons E'ﬁ" AT

& pariodic Trace Saving Options E% Supervisory Function

W TED

F‘-‘Stﬂfb-mﬁptiﬂm = 18 Q.90 Laver 3

{ifioeta ik Grups Qfeere

Fr o ot 0 x4
E INT Decodde Oplicenes @ HNewly added summary Fizlds are hidden, Uss "Salect Summary Columins™ configuration yiew to make them visible,
., Define Summary Columns
i
T -

O] o ndiestor

0OS UG Index Code

O cus indication

O'S" call idantity alue

EET call Reference Flag

E'M Call Reference Length

EN Call Reference Yalue

O call state vale

@S Called Mumber Digits

[FAS) Caling Mumber Digis x|

Figure 90: Popup Message

4) Selected field is now visible in the “Select Summary Columns to Display”.

5) Select the field from the Hidden Summary Column and click on “Display Selected Columns”.

GL Communications Inc. 77 February 2013



Protocol Analyzer Configuration Document Number: XX150,0LV150-7.2-20

Select summary columns to display ~ DISPLAYED summary columns

—HIDDEM summary colum

Menu checked options
é?lk Pratocol standard selection

%NetworHUser side selection

@ Tirne Farmat
? Wigw Filter
ﬂﬂ Wi Search

@D: TCP Connection Opkions
—

;@I! Periodic Trace Saving Options

P:;Startup Jptions
@Data Link Groups

F}-‘F View Fonk Size

IMI Decode Options

Z Define Summary Columns

{%Cepture Options

Ctrl-Up, Ctrl-Doven to rearange columng, DEL to removwe,
Ctrl-Z ta undo delete, Chrl-d - display all calumns

Drag within list box to rearange, drag out of the list box

to delete

Dev
TSlat
SubCh
Frame$
Time
Len
Ermor
DLCI
OE
BECH
FECM
CTL
Sequence Mumber

{--- Digplay Selected Columns

Sel Only All Calurinz Unda Delete Festare

Figure 91: Adding the Summary Field to Display Summary Column
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6) Selected field is now visible in the Analyzer. Refer to the figure below:

BAe1SDN Protocol Analysis 0.93x% =10l %]

File ‘ew Capture Statistics Database Call Detail Records  Configure  Help

=] VB || Al e B F W% -] [ GoTo |

Dev | T5lot| SubCh| Frame#t|  TIME [Relative]| Len| Ervor|[c/r [sam | 780 [ CTL | Call Reference Lenath | P/F [ Mis] [ NER <]
-/ I

1 0 7 00:00:00.380175 B Com... 0 0 Supervizom 0 a0
2 ] 8 00:00:00.358812 11 Com.. 0 ] Information | 2 ] 50 41
Va i} 9 00:00:00, 389200 5 Com... 0O 0 Supervizomn i} a1
2 ] 10 00:00:00.628537 11 Com.. 0 ] Information | 2 ] 51 41
A 0 11 00:00:00. 628887 5 Com... 0O 0 Supervizany 0 52
Na o 12 O0:00:00.529350 11 Fes. 0 ] Information | 2 o 41 52

7 ( el mn 1% M-O0-00 CacEn I =} | =P n [nl Coimmr namen m .1‘3’

CardZ? TimeSlot=0 Frames=6 at 00:00:00.379775 0K Len=11
HDLC Frames Data + FCS

I

============ L[AFD Layer ============ =

C-R = L. 0. Command(U=zer), Responsze(Network)
SAPT = Qoooon. . {03

TEI = Qoooooo. (03

Ctl = L 0 Information

H(S) = 0110001, (493

F = ... o (o)

HiR) = 0101001, (413

B

1 |

Hex Dump of the Frame Data

00 01 62 52 08 02 86 02 02 90 42 ER 1 1B
4] |

Off-line Viewing |C:hProgram Filestal Communications I 27 946 Frames [

a2

Figure 92: Added summary field

=" Note:

To remove the selected summary field, do the following:
1. Select Configure Menu - Protocol and GUI Options = Define Summary Columns.
2. Select the added summary field to be removed.
3. Click on ‘Define’.

8.2 Capture Options

Note:
This feature is applicable to real-time analyzer only.

This provides various options such as trace file options, card and timeslot selections, real-time filter
options, etc. For detail information on this, refer to Capture Menu Features.
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Section 9.0 Status Indicators

The analyzer has status indicators at the bottom of the window as shown in figure below:

i . 416 1293 [ 1%} 23.51 128 a7 8.3 47.00 Z20.00 0 (0x%) [IES] oiq
Funning. Lilizaton 547512 * Fi\sasthll i Capturpd 200021 framos g Errors 0 CRC. 19 Framo
T T
i , : g Filtored arcfior (e (oohtrits |
| Status / Frogress info | [ Trace Fila Nama) l_:-ul-m’ i J (2 )

Figure 93: Analyzer Status Indicators
9.1 Status and Progress Indicator

This is the first (leftmost) indicator that displays the following information:

. Bandwidth utilization (payload bytes (not counting flags) / total bytes (Frame bytes plus flags)
during real-time capturing.

. Real-time or off-line mode.
. Real-time capturing status (Running or stopped).

. Notification when a long process is in progress, for example, trace is exported, statistics are
recalculated etc. when the user interface is temporary disabled and the hourglass is being
displayed.

. Notification that filtering is active.

Status and progress information is obtained for Real-time Analyzer Only.

9.2 Trace File Name

The second indicator displays the trace file name.

9.3 Filtered and Total Frame Count

The third indicator displays filtered and total frame count when the filtering is active and just the total
frame count when filter is deactivated.

9.4 Error Counters

The fourth indicator is blank when no errors are encountered. Separated counts are displayed for cyclic
redundancy check and framing errors.
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Application II - Remote / Offline Analyzer

Section 1.0 Installation

GL's offline/remote protocol analyzers are available as optional software. Functionally, they are similar
to real-time protocol analyzers that are integrated with T1E1 Analyzers.

With Remote Protocol Analyzer applications, users can perform real-time as well as offline protocol
analysis from any remote-site.

For installing offline and remote protocol analyzers, first install T1 E1 hardware, server software, and
HDLC capture software. At the remote site, install the GUI based Offline/Remote protocol analyzer
application. For details on installing T1E1 Analyzer, refer to T1E1 Installation User Manual for the

required Windows® operating system.
1.1 Installation Procedure
The installation procedure for offline/remote protocol analyzer is as follows.
. Dongle Installation
. Software Installation
1.2 Dongle License Installation

Dongle is a hardware lock, which is installed before installing analyzer software. Each dongle has a

number uniquely associated with it. To install the dongle hardware and corresponding license, follow

the steps below:

. Double-click the setup.exe file in the dongle license installer directory to initiate the install-shield
wizard. Dongle installs the application license

. Click Finish in the installation wizard to complete the license installation as shown in the figure
below:

InstallShield Wizard

Inztall5 hield Wizard Complete

Setup has finizhed instaling Gl Applications License Installer on
YOUr cormpuker.

< Back

Earzel |

Figure 94: Dongle License Installation
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1.3 Software Installation (Windows® XP)
. Double-click the executable in the GL's Remote protocol analyzer installation CD to open the
installation shield wizard as shown in the figure below:

InstallShield Wizard x|

Welcome to the InstallShield Wizard for Remote
lzdn Analyzer

The InstallShield® ‘Wizard will inztall Bemote |zdn Analyzer
on your computer. To continue, click Mest.

< Back

Canicel |

Figure 95: Welcome Screen

Click Next in the above wizard, and click ‘Yes’ to accept the license agreement as shown in the
figure below:

InstallShield Wizard x|

License Agreement

Pleaze read the following license agreement carefully.

Fresz the PAGE DOWHN key to zee the rest of the agreement.

Wwiarning: Thiz software iz protected by copenght and intermational reaties. ;I
IInauthorized reproduction or rediztribution of this pragram, or ang portion of i,

may rezult in zevere civil and criminal penalies, and will prozecuted to the
rarimurn extent pozsible under the law.

Execution of this program will enable any and all optional application software you
have purchazed with a particular card. Algo any additional cards that may be in the
ayztem will automatizally be enabled for the optional software.

2
Do you accept all the terms of the preceding License Agreement’? |f you chooze Mo, the
getup will cloze. Toinstall Bemote lzdn Analyzer, you must accept thiz agreement.

[ Fztall hield

< Back Tez Mo

Figure 96: License Agreement
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. Select the destination folder to install. The default destination folder is set to \Program Files\GL
Communications Inc.\Protocol Analyzer.

Installshield Yizard

Licensze Agreement

Pleaze read the following license agreement canafully.

Prezs the PAGE DOW M key to zee the rest of the agreement.

Warning: Thiz zoftware iz protected by copyright and international treaties. :I
Inauthonized reproduction or redistribution of thiz program, or any portion of i,

may result in zevere civil and criminal penalties, and will prozecuted to the

marimum extent pozsible under the law.

E wecution of thiz program will enable any and all optional application zoftware you
have purchazed with a particular card. &lzo ary additional cards that may be in the
zystem will automatically be enabled for the optional zoftware.

l-
Do wou accept all the terms of the preceding Licenze Agreement? |f pou choose Mo, the
zetup will close. Toinstall Bemote |zdn Analvzer, you must accept thiz agreement.

[ratall hield

< Back Yes Ma

Figure 97: Choose Destination Folder

. In the Select Program Folder dialog, click Next to add the program icons to the default folder.

(This sub-menu will be added to the Start menu). To change the name of the folder, type the new
name, and then click Next.

Installshield Wizard

Select Program Folder

Pleasze zelect a pragram folder.

Setup will add program icons to the Program Folder listed below. “ou may type a new folder
name, or zelect one from the exizting folders lizt, Click Mext bo continue.

Brogram Folders:

E miztinig Folders:

B s0fes
Administrative Toolz
Adobe Acrobat 4.0

Cool Edit Pro 2.0
FaztHelp

Free Download bManager
GL Communications

GL Communications [nc
GLInsight |

[rztallS hield

¢ Back | Hest > I Cancel |

Figure 98: Select Program Folder
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. Status of Installation process is displayed as shown in the figure below:

Installshield Wizard

Setup Status

Remote [sdn Analyzer Setup iz performing the requested operations.

[ nztalling:
4 ARemote ledn Analvzersizdnttelica20l. hdl

L82

[ Fztall hield

Cancel

Figure 99: Setup Status
. Click Finish to complete the installation of the software.

Installshield Wizard

InztallShield Wizard Complete

Setup has finizhed installing Remate |zdn Analyzer on wour
computer.

Figure 100: Protocol Analyzer Installation Completed

Cancel |

Warning: is displayed.

If the user invokes offline/remote analyzer software without installing dongle license, the following message

x|

Security check Failed, Application is not licensed.
Please check whether the dongle has been attached properly (please read instructions),
If problem persists, contact vendor

Figure 101: License Error Message

GL Communications Inc. 86

February 2013



Document Number: XX150,0LV150-7.2-20 Getting Started with Remote Protocol Analyzer

Section 2.0 Getting Started with Remote Protocol Analyzer

2.1 Invoking Remote Protocol Analyzer

For HDLC based protocols, HDLC frames can be transported via TCP / IP and captured remotely with a
GUI Protocol Analyzer Client. At the client location the full capability of a real-time Protocol Analyzer is
available for storing, analyzing, filtering, displaying, and processing the protocol information.

E==3

==
Double click the Remote Protocol Analyzer icon g located on the desktop to invoke the application as
shown in the figure below. The remote protocol analyzer is located in the directory \Program
Files\GL Communications\.

Kemote Prolocol Analysis

Single User License

GL Comununications Inc.

Copyright © 1999

This program is protected by 115, and inte mational copyright laws
as described in the About Box.

Remate Analysiz Off-litve Ol

Figure 102: Invoking the Remote Protocol Analysis Application
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2.1.1 Remote Analysis

Click on Remote Analysis button to invoke WCS Server Connect dialog. Remote Analyzer requires
users to connect to a remote system that consists of GL's T1/E1 cards running in server mode.

WCS Server Conneck |

—'CS Server
P Address I[P Part
192.168.1.58 17080 Add

— Connected Servers

127.0.0.1:17080 Delet
192.168.1.58:17030 il

k. I Cancel

Figure 103: WCS Server Connect

Click Remote Analysis to open the WCS Server Connect screen as shown in the figure below. User
can connect to the server by entering the IP Address and the IP Port in the respective fields.

Note: To connect to T1 cards, select the ports number as 17080, and to connect to E1 cards, select the
ports number as 17090.

Add: Click Add to add an IP address to the Connected Servers list. You can add multiple Server IP
Addresses to connect simultaneously to all TLE1 cards.

In order to connect a remote analyzer to the server, select the IP address from the Connected Servers
pane and click OK.

Delete: To delete an already added IP address, select the IP address to be deleted from the Connected
Servers pane and click Delete.

IP Address: Enter an IP address of server in this field, which is used to perform the real time analysis.

IP Port: Enter the IP Port of the server depending on the T1/E1 card used. If connecting to a server,
which has T1 card in it, then the IP Port will be 17080. If connecting to a server, which has E1 card in
it, then the IP Port will be 17090.

Connected Servers: In this pane, all the IP addresses and the IP port numbers are added and listed.
User can select the IP address of the server and click Ok to connect to the server. Click Cancel to
cancel the connection from the server.
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Getting Started with Remote Protocol Analyzer

2.2 Stream /Interface Selection

The Stream /Interface Selection dialog allows a user to specify ports for monitoring, and
user/network side capture. To open the Stream /Interface Selection, follow the steps below:

. Select the Capture > Stream/Interface Selection or

. Click Stream/Interface 'E from the toolbar

The figure below shows the timeslots selection of a remote analyzer that is connected to two T1E1
Analyzers, each having a dual card. In such cases the remote analyzer displays all four cards under the
Port and Time Slot Selection pane. This allows simultaneous connection to multiple T1/E1 using single
remote client GUI and enables monitoring two or more cards instantaneously.

i Protocol Capture Configuration

Save Load Default

=10

[ ] ' .
Capture File Options — Port and Time Slot Selection
nih Card & Stream Selection

Q? Capture Filker

1 2 3 4

00 |00 (00 |00
m 01
0z 02

03 |03 (03 (03
04|04 |04 |04
05 |05 |05 (05
06 |06 (D6 (DG
07 |07 |07 (07
08 |06 (D8 (06
09|09 (09 (09
10 (10 (10 (10
1111 (11 |11
12 (12 (12 12
13 (13 (13 13
1414 |14 (14
15 (15 [15 (15
16 (16 (16 (16
17 17 17 17
18 (18 (18 (18
1919 (19 (19
20 (20 (20 (20
21 |21 |21 |21
22 |22 |22 |22
23|23 |23 |23

— Data Tranzmizzion Rate
— Single Channel

" B4 kbps
(" BE kbps

— Hyper-Channel
% MNuBd kbps

— Subchannels 8-56 kbps

8
16
24

32
a0

a3

" BB

ants |

= DS Gits

Al

Home |

m-qmr_nhmm—tl

j

Clear TS

All 3z Portl |
All az Portsl .2 |

IF &ddr / Cards

Figure 104: Specifying timeslot Selection for a Remote Analyzer

Port and Timeslots Selection

The time-slot selection dialog allows user to specify devices and corresponding time slots on which the

data is being captured.

For T1, all (0-23) or required timeslots may be selected.
While for E1 systems, excluding timeslots 0 and 16 (for CAS signaling only), all or the required

timeslots may be selected.
Data Transmission Rate

Selection of the data transmission rate in various modes like single channel, sub channels, or hyper-

channels is possible.

GL Communications Inc.

89

February 2013



Getting Started with Remote Protocol Analyzer

Document Number: XX150,0LV150-7.2-20

Single Channel

If all eight bits in a byte are used for data transmission, then this is referred to as 64 kbps format. If
only seven bits out of eight are used for data transmission, then this is referred to as 56 kbps format.

Hyper Channel

Multiple channels may be defined per card.

Nx64 Kbps: This indicates selection of multiple timeslots (contiguous or non-contiguous) each of 64
Kbps

Nx56 Kbps (Bits 1-7): This indicates selection of multiple timeslots (contiguous) of each 56 Kbps
with bits selected (1-7)

Nx56 Kbps (Bits 2-8): This indicates selection of multiple timeslots (contiguous) of each 56 Kbps
with bits selected (2-8)

Sub channel

In addition, the data may be transmitted on any of the user-defined bits (contiguous only), in which
case, the user must select one of the options and its corresponding DSO bits under Subchannels 8-56
kbps pane. The actual sub channels comprising a lower bandwidth pipe are selected using the
subchannel selection list box.

Depending on data transmission rate, the number of subchannels can be selected according to the
table below. Each pipe 8 - 56 kbps can be comprised only from the contiguous subchannels. For
example for 32 kbps pipe the following sub channel selections are valid 1-4,2-5, 3-6, 4-7. On the other
hand, selecting subchannels 1, 2, 4 and 5 for 32 kbps is invalid: the total bandwidth is 32 kbps for
these four selected subchannels, however they are not contiguous.

Subchannel Subchannels Example Example
Rate per Time Slot Explanation
8 11213141516/718 — Subchannels 8-56 kbps Three Independent
D50 bits pipes are specified:

(O 1-2, 4 and 6. Each is
16 Al 8 kbps
|
o . Maone |
40
|
(ol

16 112'3’4 — Subchannels 8-55_ kbpz Two pipes
- D50 bits 16 kbps each are
- o | specified. These two
; 125 pipes are 1-2 & 3-4
2 - MHome |
Coan | |6
ca |
el

24 112 — Subchannels 8-56 kbps Two pipes 24 kbpS

— D50 bits each are specified.
8 First pipe 1-3
:: 16 il subchannels, second
w2 | 6-8 subchannels
o g MNone
40
48
B
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32 1’2 = Subchannels 8-56 kbps Two 32kbp$ pipes
— D50 bits take entire DSO0. First
8 ul one 1-4 subchannels,
18 second 5-8
; 2‘2‘ Nore | subchannels
40
48
56
40 1 = Subchannels 858 kbps One pipe 40 kbpS
- D50 bits takes subchannels 1-
g
16 Al | 5.
o2
w2 MNone |
=40 | [6
||
" &
48 1 Similar to 40 kbps but 6
consecutive subchannels must be
selected
56 1 Similar to 40 kbps but 7
consecutive subchannels must be
selected

IP Addr / Cards: Click IP Addr / Cards to see the IP addresses of the servers connected and the
corresponding card numbers as shown in the figure below.

nfo_____ N x|

IpAddr:IpPork{min-max D51}

192.165,1.64:17090(1-2)

Figure 105: Info of IP Addr/Cards

Example Operation:

To Playback an *.HDL file on the server & capture it on the remote analyzer, follow the steps as shown
below:

1) Invoke the T1/E1 analyzer application on the remote server, and start the server.
2) Invoke the Remote analyzer application and click on Remote Analysis.

3) Enter the IP Address and the IP Port of the server and click Add.

4) Select the added IP address from the Connected Server pane and click OK.

5) At the Server side, invoke the HDLC Playback application and playback an *.HDL file on card #1,
timeslot 1, 2.

6) On the remote analyzer open the stream interface selection and select the opposite card that is card
#2 and timeslots 1, 2.

7) Start the real-time analysis on the remote analyzer to capture the frames.

Note: Select All timeslots if the channel selection is not known.
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2.3 Setting Capture Filter

Select Capture > Capture Filter option to directly exclude LSSU (Link Status Signal Unit), FISU (Fill-
in Signal Unit) frames or any other user-defined frames. LSSU frames (of length 5) communicate
information about the signaling link between the nodes on either end of the link. FISU frames (of
length 7) support the monitoring of link traffic because they undergo error checking

For example, to exclude frames of length 5, enter and click OK as shown in the following figure.
Frames of length 5 will be excluded during real-time capture.

If frames are of length other than 5 and 7, users need to enter the command as in the following
examples:

If all the frames between 16 and 20 are to be captured enter ALL LEN 16-20.

-l x

Save Load Default

Capture File Options =

— Filter Defirtion Exclude FISL |
nﬁh Card & Streamn Selection :I

? Capture Filker Exclude LSSU |
Gui & Prataral Optians Excl FISU+LSSU |
Clear ALL |

ALL [ANY [=ALL | =ANY |HOME LenghQrOffsethd azk! aluelist
AlL=include AMD, AMY'=incl OR, =ALL=excl AND, <ANY | MOME =exc| OR
LenghOrOffzettd asky aluelist = LEM orltembist | ObY offzet mazk orltenmlist

Examples
Ay LEM 57 - enclude all frames with length 5 and 7
ALL LEM 15-17 20+ ObY 12 MSB1 B 7 =64

- length equal 15..17 or equal or grater than 20
and byte value at offzet 12 is equal to 5 or 7 or 100 [hex B4)

-
1| | B

Figure 106: Capture Filter using Remote Analyzer

Note: Capture Filter settings should be done before real time capturing is started.

2.4 Start Real-time Analysis

Refer to section Start Real-time for complete details.
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Section 3.0 Getting Started with Offline Protocol Analyzer

Click Offline Analysis to open the interface in offline analysis mode. This mode allows you to analyze
the pre-captured *.hdl files. To open the trace for Offline Analysis, follow the steps given below:

. Click File > Off-line as shown in the figure below Or

. Click Off line from a File |§ from the tool bar

open 2| x|
Lok jr: Il.ﬂI hdle_isdn j - ﬁ E3-

3to10zbytel EN. hdl Isdniseriet.HOL
Stol0zbytelEN.pom |5 lock_IE.HOL
deaoss. hdl CsigEuro, HOL

[Z] HOLC Sample =)
}HdlcF‘rDt

IprverLapd HOL kest

File narne: |telin::a2 Open I
Filez of twpe: IHDLE Files [*.%] j Cancel |

[~ Open az iead-only

A
Figure 107: Open a Trace from a File for Off-line Analysis
The GUI appears as shown below:
1% Off-line ISDN Protocol Analysis 0.93x o [=] 3]
File Wiew Capbure Statistics Database Call Detal Records Configure  Help
CIEA B G | coto |
TIME [Relstive] Len Emor|C/R [Sap | TE1 [eiL [ P# [ NiS) [ WiR) [FuNC s
2 23 0 00:00:00.000000 [ Co. 0O 0 Super_. 1 70 RR -
2 23 1 00:00:09.930000 E Co. O 1] Super.. 1 70 RR
S 2 23 2 (00:00:19.960000 [ Co. 0 1] Super., 1 70 RR
f2 = 3 00:00:27 0875 £ Ca. O i Irfomn.. 0 4 70
2 2 4 00:00:27 037125 3 Ca. O i Irfomn.. 0 % 70
2 5 00;00:27.043500 38 Co. O 0 Infomm,., 0 % 70
;2 23 E 00:00:27.043875 <] Co. 0 1] Infoimn... O 27 70 —ILJ
1| »
ESTERTTS e e nEnE () ff-line Protocol Analysis
HOLC Frame Data + FCS
============ LAPD Layer )
C<R - - . jtwork )
Sher Single User License
ctl
Supervisory Function
P GL Communications Inc.
H{R)
4| 2
Hex Dump of the Frame Data :;lpl};lj';gh];[l;l:ﬂiﬂﬂﬁ
0o 01 01 8D 37 EO This program is protecied by ULS, and ine mational copyeight lews
a% described in the About Bos.
d 1

wilz

Cff-ine iewing isdnitelica.hdl [195 Frames
Figure 108 : Offline Analysis
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Appendix A- Glossary

The default Summary View displays the following information in the tabular format:

Device Number (one relative)-It displays the device number on which the data is being
captured.

Time Slots- This field displays range of selected timeslots.
Sub Channels- This field displays subchannel number if any selected.

Frame Number (zero relative) - This represents the unique number assigned to each frame in
the order in which it was captured.

Time - This field displays the time as configured by the user in View > Time Format. For more
information, refer to Time Displays.

Frame Length (Including 16 bit FCS) - This field displays the length of each captured frame.
OK Frames Only - Filters all frames that are error free

Frame Error Status - This field displays various error messages during capturing /decoding such
as Frame error, Decode error, FCS error, and so on.

Card Timeslot Sub channel(s) - Filters the frames having the required card, timeslot and sub
channel.

Additional columns displayed corresponding to the protocols q.93x, 4ESS, 5ESS,ETSI 300-102, BELL
N12, DMS-100, DMS-250, QSIG ETSI are listed below:

C/R (Command/Response) - The C/R bit indicates whether the frame contains a command or a
response corresponding to the user/network.

SAPI (Service Access Point Indicator) - The Service Access Point Identifier is a 6-bit field that
identifies the point where Layer 2 provides a service to Layer 3 in OSI.

CTL (Control Information) - It displays different control information (user information,
supervisory, and unnumbered).

Poll/Final Bit (P/F) - A'1’ in this bit indicates a poll when frame is a command, and when the
frame is a response, a ‘1’ in this bit indicates that the current frame is the last frame in the
response.

Send Sequence Number (N (S)) - N (S) is a 7-bit field that indicates the current information-
frames (I-frames).

Receive Sequence Number (N (R)) - N (R) is a 7-bit field that indicates the number of the next
information-frame expected by the node at the remote end.

Func (Functions) - It displays different LPAD . This identifies the reasons for disconnect or
incomplete calls.

Location - This provides the information on type of network, for example, International Network,
Private Network, Public Network and so on.

Call Reference Flag - Call reference flag is used to identify which end of the user-network
interface originated the call.

Channel Number - This identifies type and number of B-Channel(s) requested.

Message Type - Message Type identifies ISDN(Q.931) message types such as ALERTING, CALL
PROCEEDING, RESUME, RELEASE,SETUP, SETUP ACKNOWLEDGE, and so on

TEI - The terminal end-point identifier (TEI) is a 7-bit field that identifies either a single terminal
or multiple terminals. A TEI of all ones indicates a broadcast. Enter the values in the range of 0-
127 in the TEI Value entry field to filter the frames belonging to different terminal end points.

Calling /Redir# - This column displays "Calling Party Number" or "Redirecting Number"
depending on IE (Information Element) present in the packet

Called Party - This identifies the destination number, type, and numbering plan [inter-national,
etc].

Cause Value - Filters the frames with specific cause value
Progress Description - This indicates the status of the outgoing calls.

DASS2 Message Group - Displays the different message group categorized for DASS2
messages.
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DASS2 Message Type - Displays the various messages of DASS2 protocol such as Call Accepted,
Call Arrival, Call connected, and more.

DPNSS Message Group - Displays the different message group categorized for DPNSS
messages.

DPNSS Message Type - Displays the various messages of DPNSS protocol such as Call
Connected Message, Clear Request Message, Link Maintenance Message, and so on.

ARINC Protocol Discriminator - Distinguishes call control messages from other messages,
which may be carried on the same channel.

ARINC Message Type - Identifies which message is being sent.
ISDN PRI Message Type - This field Identifies the message is being sent.
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